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EXECUTIVE SUMMARY [VTT] 
MIND4MACHINES aims to facilitate cross-sectoral and cross-border support for 
manufacturing SMEs to adopt the latest digital technologies for the transformation 
towards smarter, greener, and more resource-efficient manufacturing. This deliverable is 
part of Work Package 1: MIND4MACHINES framework development and mapping and 
analysis exercise, and reports the results of the second task European and regional analysis 
of the needs, risks and  motivations  of  smart  ICT  technologies  for manufacturing industry 
approaches. 
 
The data gathering for this task was conducted via desk studies, literature review, 
collecting information from identified relevant projects, and interviewing SMEs in each 
region. An online questionnaire was made to collect the project information from 
manufacturers, as well as to support and collect information from the interviews. The work 
was carried out by project partners from the corresponding regions. 
 
The regional analyses were summarized by analysing the frequency of different factors 
related to the needs, motivations, and risks across all regions. The occurrences were 
categorized in three levels according to how many regions the factor occurs in: 1) majority 
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of regions (8-11), 2) many regions (4-7), and 3) few regions (1-3). The most prevalent 
needs and motivations in majority of the regions were related to improving and developing 
the manufacturing processes. This is also in line with the findings from the Pan-European 
survey.  
 
The category “Many regions” included somewhat more detailed factors that were causing 
some variation between regions. However, clear difference in regions’ profiles regarding 
them couldn’t be found. Awareness, skills, and competences of personnel concerning the 
ICT solutions and the opportunities they provide are very common needs. Cost saving is the 
most common motivation factor in this category, ahead of improved transparency of 
operations, better products and services, and their improved quality. 
 
The “Few regions” category included less common factors, but provided some interesting 
findings nonetheless. While the aim of the Mind4Machines is to promote the use of smart 
ICT technologies, it has to be acknowledged that it is essential to have the foundation in 
place, i.e. the basic technologies such as enabling digital connectivity. Another interesting 
finding is that the need for funding support came up very seldom. This may be due to the 
research material often focusing on the subject matter of ICT needs rather than overall 
business needs, where typically SMEs lack funding resources. 
 
Regarding risks, the technology and organizational risk categories were identified in all 
11 regions, and the economical risk category was brought up in 8 regions. This differs from 
the results of the Pan-European survey where all risk categories were well identified. It can 
be assumed that the reason may be the same as for the funding need mentioned above; the 
desk research material may lack the economical perspective and focus more on technical 
and organizational perspectives. Nonetheless, it can be concluded that there are no major 
differences in risk considerations between the regions. 
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1 INTRODUCTION 

MIND4MACHINES aims to facilitate cross-sectoral and cross-border support for manufacturing SMEs to 
adopt the latest digital technologies for the transformation towards smarter, greener and more resource-
efficient manufacturing. This will be done in a systemic approach that promotes the creation of cross-border 
and cross-sector ecosystems, new emerging industries and/or empowerment in the target regions, with the 
ultimate goal of establishing large-scale demonstrators to test a range of digital solutions that will enable the 
manufacturing SMEs involved in the project to address both digitalisation and industrial sustainability 
challenges. 
 
This deliverable is part of Work Package 1: MIND4MACHINES framework development and mapping and 
analysis exercise, and reports the results of the second task European  and  regional analysis  of  the  needs,  
risks  and  motivations  of  smart  ICT  technologies  for manufacturing industry approaches. The second 
task answers to the second objective of WP1, which similarly aims to identify needs, motivations and risks 
of manufacturing companies implementing ICT solutions. T1.2 is a continuation for T1.1 Regional and pan-
European state of the Art of the ICT rollout in the manufacturing supply chains, which analyses the current 
rollout of ICT solutions in the manufacturing sector of targeted regions, including best practices and success 
cases. Results of that analysis are reported in D1.1 Assessment of current ICT solutions rollout in the 
European manufacturing sector and D1.2 Report on best practices and success cases in the targeted sectors. 
All these reports are publicly available, and act as a basis for scoping the task three and to further shape the 
MIND4MACHINES Joint Strategic Agenda 
 
The data gathering for this task was conducted via desk studies, literature review, collecting information 
from identified relevant projects, and interviewing SMEs in each region. An online questionnaire was made 
to collect the project information from manufacturers, as well as to support and collect information from the 
interviews. The work was carried out by project partners from the corresponding regions. The pre-named 
regions are:  
 

 TR10 İstanbul, 
 DE11 Stuttgart, 
 ES30 Madrid, 
 RO11 North-West, 
 DED2 Dresden, 
 RO31 South Muntenia, 
 RO32 Bucharest-Ilfov, 
 ITC1 Piedmont, 
 BG41 Yugozapaden, 
 FI1B Helsinki-Uusimaa, and 
 PT1 Portugal. 

 
The regional analysis was then completed with a pan-European online survey. The EU level analysis aims 
to detect macro-trends, while more specific analyses at regional level within individual clusters will identify 
current needs, risks and motivations. We foresee that needs and motivations may be somewhat overlapping 
concepts. 
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Each region’s results, as well as the pan-European level analysis, are reported in this deliverable under 
corresponding chapter. Under each chapter the regional partner reports the background of their study; which 
research material and sources they have used, and the interviews conducted. Key findings are following in 
each sub-sections, and conclusions compares the results from desk study and interview.  
 

2 OVERALL RESEARCH DESCRIPTION 

The data gathering for this task was conducted via desk studies, literature review, collecting information 
from identified relevant projects, and interviewing SMEs in each region. An online questionnaire was made 
for the Pan-European survey to collect the project information from manufacturers, as well as to support and 
collect information from the regional interviews. 
 
Below, the online questionnaire and interview questions focusing on the data collection for the needs, 
motivations, and risks of manufacturers’ ICT implementation are presented. These questions were also used 
as a guideline to analyze the related material discovered in the desk studies, e.g. related reports and previous 
surveys.  
 
Questions related to needs and motivations: 
 

What are the main reasons why you have 
undertaken the ICT introduction? 
 

What are the ICT applications that have been 
implemented? 

 Process Optimisation 
 Product Optimisation 
 Resource efficiency 
 Costs reduction 
 Market 
 New business models  
 Better client service 
 Better management of the orders 
 Logistics optimisation 
 Lean adoption 

 

 MES  
 ERP 
 Predictive maintenance 
 Cybersecurity  
 AI 
 IoT 
 Collaborative automation  
 Positioning (barcode e RFID)  
 AR-VR 
 Digital Twin 
 Cloud 
 CRM 
 E-commerce 

 
 
Questions related to risks: 

What are the initial 
barriers you faced to 
adopt ICT solutions, if 
they exist? 

 

What risks you consider when planning smart ICT investments? 
 

 Lack of awareness  Technical & IT risks 
 Technical integration 

Economic risks 
 Financial  

Social / 
organizational risks 
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The regional analyses were summarized by analyzing the frequency of different factors related to the needs, 
motivations, and risks across all regions. First, a qualitative analysis of the factors brought up in the regional 
studies was made by categorizing them into more generic factor groups. Second, the occurrence of these 
different factor categories in different regions was identified. Finally, the occurrence of different factor 
categories was summarized and prioritized based on how many regions they occur in. Three occurrence 
levels were defined:  
 
1. Majority of regions: occurrence in 8-11 regions  
2. Many regions: occurrence in 4-8 regions 
3. Few regions: occurrence in 1-3 regions 

The summary of the results is presented in the Summary and conclusions chapter. 

  

 High initial 
investment 

 Lack of time 
 Lack of skills and 

people  
 Company culture 

 

 Dependency 
 Standards 
 Cyberattacks 
 Data possession 
 Data security 
 Data handling 
 Cloud computing 
 Network infrastructure 

 

 Time and manner of 
investments 

 Changing business 
models 

 Competition 
 Dependencies 

 Job losses 
 Organizational 

structure and 
leadership 

 Internal resistance and 
corporate culture 

 New requirements for 
training 

 Stress 
 Lack of qualified 

personnel 
 Concerns regarding 

Artificial Intelligence 
 Manufacturing 

relocation 
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3 EUROPEAN ANALYSIS (BASED ON PAN-EUROPEAN SURVEY) [ICI] 

3.1  EUROPEAN RESEARCH DESCRIPTION 

Digital transformation needs, motivations, applications, risks are examined within the scope of 
MIND4MACHINES Pan European Survey. The survey included 16 questions to evaluate current situation 
of manufacturers about digital transformation across Europe and Turkey. The survey was published online 
via Questback. All partners in the project disseminated the survey link to their network. In addition, social 
media accounts of the project were used effectively to spread the survey. Answers are analysed and 
visualised in the following sections. Even if the survey is a self-assessment tool, answers show us some clear 
results on current situation of digital transformation of manufacturers like needs, motivations, and risks. 
 

 
 
There are more than 120 answers to the survey. Most of the companies are micro and small as we can see on 
the chart. However, we have enough number of respondents from each size of the companies, we can make 
general conclusions about needs, motivations, and risks for manufacturing companies within the context of 
digital transformation. 
 
 

3.2 NEEDS 

Current digitalisation in the manufacturing industry has been evaluated by MIND4MACHINES Pan-
European survey in order to understand the needs for digital transformation correctly. 
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The graph above shows ICT usage in manufacturing company. Enterprise Resource Planning softwares are 
most frequently used ICT application. It is backbone of the resource management, but it is not a hype for 
this era. Manufacturing companies started to implement ERPs since 90s. Customer relationship management 
and cloud computing are the second most frequently used ICT solutions.  
 
Least used ICT applications are Blockchain, AR-VR, COBOTs and Digital Twin. Moreover, other ICT 
solution rates are not higher than 50%. Reasons of low usage rates of those technologies should be examined 
in detail. It can be the immaturity of the technologies, or return of the investments (ROI), lack of awareness, 
or another reason hindering manufacturing companies to implement those solutions. Following sections 
include analysis to reveal those reasons. 
 

 
 
The graph above shows us what are the main areas where manufacturing companies implemented the ICT 
solutions. ICT implementation rates in production, marketing/sales, and administration are more than 60% 
and higher than the other areas. If we look at the chart as whole, usage rates are not low. This might be the 
result of high Enterprise Resource Planning (ERP) usage rates. Because ERP software has various modules 
for different areas. 
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As we can see in the chart, biggest barrier in front of the ICT implementation is high initial investment. 
Although cloud computing payment methods such as SaaS, PaaS prevents high initial investment in software 
side of ICT, there is still a problem about initial investments. This might be the result of fixed cost on both 
ICT product development and implementation such as hardware. Therefore, innovation support mechanisms 
can prevent high investment costs. 
 
Second biggest barrier to be eliminated is that manufacturing companies have lack of ICT skills and skilled 
human resources. This problem often causes giving up on the ICT implementation or failure of the 
implementation project. Training and other skill support mechanisms can help companies to overcome this 
problem. 
 
Another important barrier as 24% of the respondents marked is lack of capable technology / service 
providers. This problem hinders manufacturing companies to start digitalisation projects. In order to solve 
it, capability building mechanisms for technology providing SMEs are needed. 
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3.3 MOTIVATIONS 

 
 
There is one main strategy for competition, which is differentiation. While some of the companies 
differentiate from the others by selling cheaper products, others are doing it via quality. Increasing quality 
of products and services can differentiate companies from others. ICT solutions can help to boost both cost 
and quality-based strategies. In order to evaluate those motivations of manufacturers it was asked “What are 
the main reasons why you have undertaken ICT in your operations” in the Pan-European survey. Answers 
show us that, customer-oriented motivations like better client service and better order management and 
efficiency-oriented reasons such as process optimisation, cost reduction and resource efficiency are main 
triggers in ICT implementation. However, new business models are the least voted motivation. This might 
be the result of respondent profile. More than 50% of respondents are micro and small manufacturers. They 
generally operate with relatively small teams and small budget. Therefore, their focus is efficiency and 
qualified customer service. Investing on ICT solution for new business model might not be a priority for 
them. 
 

3.4 RISKS 

Investments can create great opportunities. However, there is another side of the medallion. Those 
opportunities bring risks together. Those risks are often barriers to be removed in front of the ICT 
implementation. Therefore, in the Pan-European survey, it was asked the respondents to evaluate the risk 
that they foresee while planning smart ICT investments. Question had 3 subtopics which are technical, 
economic, and social/organisational risks. 
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The chart represents technical risk considered by manufacturers while planning smart ICT implementation. 
According to the results, security is considered as biggest technical risk. More than 70% of the respondents 
consider cyber security and data security as risks. Technical limitations of ICT solutions are the least chosen 
risk with 28%. However, all results show us that there is no small risk in technical aspect of ICT 
implementation. 
 

 
 
As we can see from the graph, all economic risks are chosen by at least one of the three respondents. This 
shows us that economic risks for smart ICT implementation are bigger issues than technical and social risks 
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for manufacturers. Among the economic risks, dependencies on technology / service providers are the 
biggest one. When a manufacturer starts to use an ICT solution, it is not easy to change. This gives bargaining 
power to the technology provider which may be seen by manufacturers as an economic risk. Financial 
instability and ROI are the second most important risk. Financial instability of the company can be the result 
of both companies' cash income and instability of macroeconomic trends. Those problems are not easy to 
solve. However, ROI of an ICT implementation project basically depends on added value by the project, 
initial investments and payment of the project. MIND4MACHINES’ financial support can eliminate this 
risk. 
 

 
 
ICT implementation generally changes the way that we do our jobs. This change facilitates employees' daily 
operations. However, this can also create some social/organisational risks. Those risks are also evaluated via 
Pan-European survey. The graph shows the results of envisaged social/organisational risks while planning 
smart ICT investments. Different from the other graphs, this has more variation. Lack of skills and human 
resources are considered as a risk by 62% of respondents, while manufacturing relocation is seen as a risk 
by small percentage of respondents, which is 12%. Manufacturers’ skills on ICT solutions are crucial for 
success of the investments. In the short term, knowing technology’s capability is important to be able to 
choose where/how to use it, which technology provider to select, etc., in the long term, using the technology 
effectively and sustainable. This shows us that skill built up for mechanisms   Second risk is internal 
resistance and corporate culture. Human nature is generally having tendency to resist changes, leaving 
comfort zone is not always easy. This causes initial risk for ICT implementation. This resistance can be 
removed by awareness activities and trainings. 
 

3.5 SUMMARY AND CONCLUSIONS 

The MIND4MACHINES Pan-European survey was disseminated, and outcomes of the survey are analysed 
in order to understand needs, motivations and risks for manufacturers for ICT implementation. Most 
important needs are innovation support mechanisms, funding, capability building activities, and ecosystem 
development to increase collaboration between technology providers and manufacturers. Main motivations 
behind ICT implementation are quality based motivations like better client service, better management of 
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orders, etc. and efficiency-oriented reasons such as process optimisation, cost reduction and resource 
efficiency etc. There are 3 main risks that manufacturing companies envisage while planning ICT 
implementations. Those risks are technical risks, economic risks, and social / organisational risks.  
  
In addition to needs, motivations and risks, main benefits and changes brought by ICT implementations were 
asked. Those results can be seen in the graphs below. 
 

 
 
As we can see in graph, respondents think that better management is the main benefit of ICT implementation 
out and away. Cost reduction, better quality, data accuracy can be considered as second main benefit of ICT 
implementation. Moreover, overall results of the question show us that manufacturers think that ICT 
solutions can be beneficial for different aspects. 
 

 
 
ICT implementation can make huge changes. In order to evaluate those changes, we asked "What are the 
main changes brought by the ICT implementation?”. Manufacturers think that changes in productivity, the 
way that we handle documents and company culture are the main ones. Second main change is very 
promising in terms of digital transformation. Manufacturers think that ICT solutions can change companies’ 
business model. This opinion is beyond digitalisation. Transformation finds meaning with business model.  
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To sum up, detailed work carried out by all project partners to understand current situation of ICT 
implementation in manufacturing industry and to plan future activities that will be carried out within the 
scope of MIND4MACHINES project. Analysis of the work is represented in the related sections. 
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4 REGIONAL ANALYSIS 

 

4.1 TR10 ISTANBUL [ICI] 

 

4.1.1 Regional research description 

Digital Transformation appeared as a more frequent national and regional development agenda item in 
Turkey in the second half of the last decade. A national Platform on Digital Transformation in Industry, 
which encompassed public and business sector stakeholders was established in 2016 and started to work on 
topics such as open innovation, digitalisation in industry technologies, advanced production techniques, 
standards, legislation, patent and training under the coordination of Ministry of Industry and  Technology . 
11th National Development Plan (2019-2023) identified the digital transformation as a main goal to boost 
productivity and competitiveness in priority sectors; proposed development of an industrial cloud platform 
to provide digitalization services to SMEs, multiplying digital competence and transformation centres and 
SME digital transformation projects.  Digital Turkey Roadmap, which was adopted in 2018, put forward 6 
main components for the digital transformation of manufacturing sector: Human: “Educational Infrastructure 
Developing and Qualified Workforce Cultivation”, Technology: “Technology and Innovation Capacity 
Building”, Infrastructure: “Data Communication”, “Development of Infrastructure”, Suppliers: “National 
Technology Supporting Suppliers”, Users: “Users Digital Transformation Support”, Governance: 
“Corporate Strengthening Governance”.  The 2023 Industry and Technology Strategy adopted by Turkey in 
2019 acknowledges that Turkey may lose its low labour costs advantage in the manufacturing sector as the 
unfolding digital transformation processes in other countries enhances productivity and further reduces unit 
production costs. It identified 5 main strategy areas: High Tech and Innovation, Digital Transformation and 
Industry, Entrepreneurship, Human Resources and Infrastructure. Mainly noting that the needs vary in 
accordance with the digital transformation levels of companies, “The Digital Transformation of the Industry” 
section prioritizes the establishment of digital transformation maturity evaluation system and its integration 
with the national system for state aids and incentives. It also envisages establishment of digital 
transformation centres within industrial zones and technoparks and implementation of programmes to 
improve digital competences of the labour force.  
 
In parallel with the policy background outlined above, Turkey’s digital transformation performance has 
improved in recent years.  Turkey ranked as the 5th best overall performer among G20 countries in The 
Digital Riser Report 2021, analysing progress made by 137 countries in the last three years.  Turkey ranked 
5th and 6th best performer in terms of “ecosystem” and “mindset” subcomponents.  
 
In the Regional Innovation Scoreboard 2021, which includes the members of the European Union and 11 
other countries, Turkey was also examined in section benchmarking innovation performance with non-EU 
countries. According to this report, Turkey was grouped as emerging innovator and Turkey's innovation 
performance showed steady increase from 55 to 74 between 2014-2020 while dropping to 55 in 2021.  Report 
underlines that the sharp decline in 2021 is due to reduced performance on the indicators using innovation 
survey data, Enterprises providing ICT training, Job-to-job mobility of HRST, PCT patent and design 
applications, and Environment-related technologies. Turkey’s strengths are in digitalisation, sales impacts 
and linkages.  Turkey’s digitalization performance relative to EU 2021 is 83,2%. Turkey’s digitalization 
performance shows the efficiency of Turkey digitalization efforts. However, Turkey's performance in use of 
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information technologies is 22.3% relative to EU 2021.  While Enterprises providing ICT training 
performance relative to EU 2021 is 40%, employed ICT specialists is 7.1%. 
 
The Turkey's Digitalization Index Report, prepared by TÜBİSAD (Turkey Informatics Industry 
Association), intended to demonstrate Turkey’s digital transformation performance by a grade calculated on 
a scale 1-5 out of 64 indicators for 2019 and 2020. Turkey’s Digital Transformation Index for 2019 and 2020 
is calculated as 2.94 and 3.06 respectively, which shows slight improvement. 10 areas where Turkey is 
underperforming in the Digital Transformation Index are as follows; 
 
 International trade in ICT services (1.02)  
 International Internet bandwidth (1.03)  
 ICT PCT patent applications (1.04) 
 Secure internet servers (1.07)  
 Full-time equivalent telecommunications workers (1.09)  
 PCT patent applications (1.12),  
 International trade in ICT services (1.16)  
 Electricity production (1.23),  
 Annual investment in telecommunication services (1.65)  
 The quality of mathematics and science education (1.78)  

 
Among these indicators, the index value of the eight indicators is even below 1.25, while the last two 
indicators are relatively better. On the other hand, Turkey shows strength in the following 10 indicators: 
 
 Costliness of ICT infrastructure (4,06),  
 Households have internet access (4.3), 
 Cost for enforcing contract (4.33), 
 E-participation index (4.39),  
 Use of virtual social networks (4.45), 
 Fixed broadband internet subscription (4.55),  
 Literacy rate (4.81),  
 The number of days required to start a business (4.89) 
 Mobile network coverage (4.97)  
 Prepaid mobile cellular tariffs (5,00) 

 
The COVID-19 pandemic accelerated the ongoing digital transformation process in Turkey. It has brought 
new digital working methods as well as improving the digital abilities of individuals in business and 
education life. While employees have to work remotely, most companies and SMEs have increased their e-
commerce and online service delivery. The fact that SMEs had to go through a forced digitalization in most 
of their departments has facilitated their transition to digitalization in the field of manufacturing as well. 
According to INGEV's Digitalization Research Report of Local, Small and Medium-Sized Enterprises in 
Turkey, Covid-19 has changed the perspective on digitalization processes. The vast majority of SMEs (70 
percent) state that their approach to digitalization has changed to “accelerate” after the pandemic. It has been 
observed that especially SMEs with 50 or more employees, as well as those operating in the service sector 
and production and Industry sectors, are more willing to digitalize. The area where SMEs most want to 
integrate digitalization into their business is the production area. The second area is sales and marketing. 
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According to the same report, the biggest obstacles to digital transformation are the lack of budget and 
information and digitization levels vary significantly by industry. The level of digitalization of the production 
and Industry sector is higher than that of the service, textile, and trade sectors in Turkey. 
 

Table 1: Barriers of Digital Transformation in Turkey 

 
Source: INGEV's Digitalization research report of local, small and medium-sized enterprises in Turkey 
 
The report states that the three main benefits that SMEs foresee in digitalization are customer satisfaction, 
productivity increase and reaching new customers, respectively. In addition, it emphasizes that if the 
consultancy support of experts and financial solutions that facilitate investment are accessed, it is possible 
to increase the use of processes such as automation or data management and to better understand and spread 
their commercial benefits. 
 
At the regional level, digital transformation has become an essential part of Istanbul’s socio-economic 
development. As early as in 2013, Istanbul Development Agency prioritized innovation & high-tech oriented 
industrial transformation and identified ICT as a very competitive local sector in the 2014-2023 Istanbul 
Regional Plan. The Istanbul Development Agency supported several digital transformation projects under 
its regular grant programmes and its broader Innovative Istanbul Result Oriented Programme (2021-2023) 
particularly focuses on digital transformation with specific goals to establish new digital transformation 
offices/centers, to multiple R&D centers on critical technologies, to implement human resources competence 
programmes and to provide SME consulting services.  
 
In the Istanbul Chamber of Industry's Digital Transformation Analysis Report , digital applications were 
questioned in the Istanbul Region in depth under the headings of technology and data analytics, production, 
quality and maintenance processes in 48 companies from four different sectors in order to determine the 
Digital Transformation level of the manufacturing companies in Istanbul region. A digitalization score was 
calculated for each title, and the digital transformation level of the companies was determined with the 
average of these. The Digital Maturity Analysis Index determines the level of digital maturity of a business 
in its Digital Transformation journey.  
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The answers were scored between 1-4 using the evaluation scale. The General Digitalization Score of the 
companies participating in this study, was calculated as 1.9. Most companies score close to this average. The 
highest score was calculated as 2.9 and the lowest score as 1.3. There were no companies with a score of 3 
or above. 

 
Figure. General digitalization situation of Istanbul industrial companies (Source: Istanbul Chamber of 
Industry's Digital Transformation Analysis Report) 
 
The report underlines that based on the maturity levels and specific needs of the companies examined, digital 
transformation roadmaps outlining the necessary steps to be taken by these companies were prepared. 
 

 
Figure: Steps to be taken for the digitalization of Turkish SMEs in TR10 region / Istanbul. 
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Another related study is the Quantitative Research report of Digitalization and the Impact of Pandemic on 
Businesses prepared by TURKONFED (Turkish Enterprise and Business Confederation). The study was 
carried out with 1000 SMEs using quantitative research methods. 57,1% of the SMEs participating in the 
study are SMEs located in Istanbul. Therefore, the results mostly reflect the Istanbul’s current situation in 
terms of digital transformation.  
 
The website (59.6%), company equipment (59.0%) and technological infrastructure, which are called the 
first phase, are in the first place in the digital / technology investments made by the SMEs participating in 
the research in the 2017-2020 period. Companies mainly prioritize digital investments for the functioning of 
the existing structure. The tendency to make low investments in areas such as ERP and CRM, which indicate 
the new phase in digital transformation, shows that there is a large gap in the awareness and knowledge 
levels of enterprises. 
 
Other important dimensions identified by the report are as follows. In terms of digital maturity, SMEs do not 
consider themselves sufficient and only 16.7% of SMEs define their digital maturity level as high. In 
addition, it is seen that digital maturity is at a high level (73.1%) in companies investing in the 
digital/technology field. 
 
Another point that draws attention in the same report is that companies mostly use websites and social media 
applications to manage their work and business processes. When asked about the expectations of SMEs for 
the development of their tendency to use advanced applications such as Blockchain, AI (Artificial 
Intelligence), CRM, ERP, fintech, robotics etc., only 25.4 percent of them reported expectations, while 
technological development ranks first among the things to be done with the rate of 5.1%. While more than 
half of the companies state that they have a digital vision and strategy (54.2%), the rate of companies that 
take action towards digital vision and strategy during the COVID-19 process is quite low (4.8%). This 
situation shows that the actions for the implementation of the current strategies are limited. SMEs cannot 
fully benefit from the data-driven strategies that are a part of the digital economy, as seen in their investment 
behaviour. In this context, the use of applications such as marketplace, ERP, CRM and tele-marketing is 
limited in SMEs. 
 

4.1.2 Needs  

 
This chapter and the analysis of needs of ICT solutions are based on KOSGEB reports, whitepapers, ICI 
Digital Reports, and TEBD Digitalization Need Analysis. 
 
Within the scope of TEBD (Transfer of Best Practices Through Structural Dialogue for Capacity 
Development in the Fields of Digitalisation and Industry- University Collaboration and Internationalisation) 
project Istanbul Chamber of Industry conducted a Survey regarding with need analysis of the industry. The 
study revealed that top 3 challenges in front of the manufacturers are lack of knowledge about practices, 
lack of solution provider ecosystem and partners, and highly manual processes.  There are also a specific 
outcome of capability needs which are data analysis, decision making by using data, and digital 
adoption.  
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Istanbul Chamber of Industry conducted in depth analysis on digital maturity of manufacturers in Istanbul 
in the scope of Digital Transformation Office Project. The study aimed assessing digital maturity within the 
scope of Industry 4.0. 48 companies were examined under 4 main topics which are Production, Quality, 
Maintenance and Technology & Data analytics. According to results, main needs in technology were 
determined as data acquiring, storage and analysis, end to end integration, and cyber security. In the 
production field, lean manufacturing, efficiency measurement, production planning, warehouse management 
came out as the biggest needs. While quality management system and standardization are needs for quality, 
predictive maintenance and maintenance data acquiring are main needs for maintenance. 
  
TUBSİAD (Turkey Informatics Industry Association) has published Turkey's Digitalization Index Report. 
According to the report, 
 
 Turkey needs to improve firstly the ecosystem for digital transformation. For this, a strategy and 

roadmap should be adopted at the highest level. 
 The incentive system must be actively used for Turkey to be ready for the transformation. 
 SMEs should be informed, encouraged, and financially encouraged in the face of a lack of 

understanding of technology and how to adapt. To take advantage of the economies of scale, business 
models that bring SMEs together should be developed and SMEs should be encouraged to work 
together. 

 The government should play a facilitating and accelerating role in eliminating competition disruptions 
and building up joint infrastructure. 

 A qualified workforce is the most important condition both on the supply side in terms of producing 
basic products and on the demand side in terms of individual, government, and business usage of 
information technologies. It is necessary to improve the education system starting from basic education 
to university and change and update the university education curriculum considering the needs of the 
sector and to open new programs in universities 

 
INGEV’s Turkish SMEs Digitalization Monitor report states that the three main obstacles preventing higher 
usage of digital technologies are:  
 
1. Competency Gap: Total lack of awareness towards certain technologies or not knowing how to access 

them,  
2. Funding Gap: Budgetary insufficiencies and low resource allocation  
3. Management Gap: Lack of long-term and profound strategizing. Planning the digitalization strategy 

with the purpose of meeting the short-term customer needs only (such as marketing needs or order / 
complaint follow-up) or using digitalization only as a corporate image attribute to be communicated to 
the customers to “keep up with the rivals.” 

 
In eliminating these hurdles, the study recommends that the private sector, sectoral associations, civil society 
and public institutions cooperate to take action in the following areas:  
 
 Technology support and assistance to SMEs (especially the use of production technologies)  

 SME Training Programs and Competency Development Support  
 Integrating the Data Management Perspective  

 Promoting the interaction between SMEs and data resources  

 Strengthening the Digitalization via New Legislation and Arrangements  
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 Use of e-government and other public web platforms  

 Establishment of Sectoral Digitalization Work Groups • Financial Solutions and Incentives 
 

4.1.3 Motivations 

 
This chapter and analysis of motivations for ICT implementation is based on the survey data gathered from 
manufacturers in task 1.1.  
 
Companies have some motivations behind the desire for digital transformation. Motivations can be earning 
more money by investing more, making processes easier, fear of falling behind in competition etc. Those 
main motivations have roots like process optimisation, cost reduction etc. The graph below is created as a 
result of MIND4MACHINES Manufacturer's Survey. Participants of the survey are manufacturers in 
Turkey. 
 

 
 
Graph shows us that most of the companies apply digital transformation to optimize their processes. Second 
main motivations are reducing cost and using resources efficiently. Better client service, better management 
of the orders and lean adoptions are the other important motivations for digital transformation in industry. 
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In addition to the manufacturer's survey, ten important organizations, including chambers, associations, 
agencies, in Turkey were asked, “What are the main 5 reasons for introducing ICT?” for their members. 
Results are visualised in the graph above. Results show us that process optimisation, resource efficiency, 
better management of the orders and cost reduction are main motivations. 
 

4.1.4 Risks  

 
Transformation of a manufacturing company towards the digital world is not easy. This can create some 
risks. Companies must evaluate and eliminate those risks as much as they can, before investing in ICT 
solutions. In order to reveal those risk, risk related questions are added to manufacturer’s survey in 
MIND4MACHINES. Table below summarises the results. 
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Technical & IT Risks: Participants of the survey consider data security as the biggest risk for ICT 
implementation. Right after that 73% of the companies see technical integration of ICT solutions as risk. In 
addition to the data security, other cyber-attacks are considered as risk for ICT implementation.  
 
Economic risks: Changing business models are considered as biggest economic risk in the survey. It may be 
result of being not ready for business model in manufacturing companies. Financial risks, and time and 
manner of investments are second biggest economical risks.  
 
Social/Organisational Risks:  Results shows us that companies think that hiring qualified personnels will be 
harder and current qualifications will not be enough, therefore 80% of participants consider lack of qualified 
personnel as a risk. “Internal resistance and corporate culture”, “new requirements for trainings” and 
“organisational structure and leadership” are following as other biggest risks of ICT investments. 
 

4.1.5 Summary and conclusions 

 
ICT implementation in manufacturing industry is vital for digital transformation. Current situation of ICT 
implementation must be evaluated carefully, and future activities must be planned accordingly. Turkey’s 
current situation, especially in Istanbul, is evaluated via both research and survey conducted in 
MIND4MACHINES. Benchmark of Turkey within the EU countries are examined in Digital Riser Report 
2021, Regional Innovation Scoreboard report etc. Digitalisation maturities of manufacturing sectors are 
evaluated in ICI’s Digital Transformation Analysis Report, INGEV's Digitalization Research Report of 
Local, Small and Medium-Sized Enterprises in Turkey report, Turkey’s Digitalisation Index Report, etc. In 
addition to those reports, 11th National Development Plan (2019-2023), and Digital Turkey Roadmap are 
examined to understand plans and suggestions of government about digital transformation.  
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Moreover, MIND4MACHINES Manufacturer’s Survey was published to understand current needs, 
motivations, and risks for manufacturers in terms of digital transformation. Results of the survey shows us 
that innovation support mechanisms, funding, capability building activities, and ecosystem development to 
increase collaboration between technology providers and manufacturers are needed in Turkey. Main 
motivations behind ICT implementation are process optimisation, resource efficiency, better management 
of orders, cost reduction etc. Manufacturers consider data security, technical integration, network 
infrastructure and cyber-attacks as technical risks, changing business models, financial situations, time and 
manner of investments as economic risks, and lack of qualified personnel, internal resistance and corporate 
culture, new requirements for trainings, and organisational structure and leadership as social/organisational 
risks. 
 

4.2 DE11 STUTTGART [BWCON] 

4.2.1 Regional research description 

1. Digitization index in Germany by industry: 
Examining the industries in Germany, we can see that there are significant differences between the industries 
in terms of digitization and thus also the degree of digitization. The following internal company aspects were 
considered: Processes, products, business models, qualification, research and innovation activities. The 
innovation landscape was considered as a category external to the company. Based on the study by the 
German Federal Ministry for Economic Affairs and Energy, the following results emerged: 
 

  
Figure: Results of the Digitization Index 2020 by industry.  
In index points, weighted average of industries = 100 
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The results show that the ICT sector, with an index of 273.0, plays a leading role in the national sector 
comparison. (Digitalisierung der Branchen in Deutschland — eine empirische Erhebung, Demary, Vera; 
Goecke, Henry, Wirtschaftsdienst , Volume 101 (3) – Mar 17, 2021). 
  
In second place are vehicle manufacturers with an index of 193.0. The reason for this lies in particular in 
the high employment of personnel in research and development and the high number of digitization-related 
patents. In addition, vehicle manufacturing has high scores in qualification, as it offers good further training 
opportunities for IT specialists. However, vehicle manufacturing is still lagging behind in the partial 
digitization of products. 
 
With an index of 144.3, electrical engineering and mechanical engineering are in the front midfield. Here, 
qualification and research and innovation activities in particular can be highlighted by the high values. 
However, they lag behind in terms of business models, which is due to the low use of digital sales channels. 
  
Looking at the Other Manufacturing, we can say that they are far behind with an index of 55.6. This may 
be due, in particular, to low spending on R&D and the low number of digitization-savvy patents. However, 
they have slightly higher scores in the categories of processes, products, business models and staff 
qualification. (Digitalisierung der Wirtschaft in Deutschland - Digitalisierungsindex 2020, BM für 
Wirtschaft und Energie (2021), Project paper) 
 
The digitization index measures the state of digitization of the economy in Germany as a business location: 
 

  
Figure: "Results of the Digitization Index 2020 by Category and Federal State Group.”  
In index points, weighted average of federal state groups = 100 
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The study shows that the South federal state group is at the top of the entire federal state groups with 
index points of 110.5 and an above-average index value. The study makes it clear that the federal state 
group has above-average values in terms of internal digitization and external conditions. In particular, the 
regional innovation landscape emerges as a key external factor, as the Federal State Group South has active 
research and a high level of patenting at company level. In addition, the employment of digital specialists 
and in-house R&D is significantly high compared to the other federal state groups. 
 
However, the business location also has weaknesses in terms of: On the one hand, in terms of digital 
infrastructure and, on the other, in terms of process and business model dimensions. The latter can be 
explained by the fact that the digitization of processes and business models requires more in industry than in 
service providers. (Digitalisierung der Wirtschaft in Deutschland - Digitalisierungsindex 2020 ,BM für 
Wirtschaft und Energie (2021), Project paper) 
 
3. Digitization index by industry in Baden-Württemberg: 
  
The state of Baden-Württemberg has initiated a measure to promote digitization in the region through the 
digitization strategy "digital@bw" introduced in 2017 and is thus becoming the lead region for digital 
transformation. As part of the project, numerous innovative projects and measures are being implemented to 
promote digitization in companies. The state has made more than 2 Billion Euros available for this purpose 
until the end of 2021 in order to achieve the corresponding goals. (Digitalization strategy of the Baden-
Württemberg state government, Ministry of the Interior, Digitalization and Migration Baden-Württemberg 
(2017)) 
 

 
Figure: Results of the Digitization Index 2020 
 
In the digitization index, Baden-Württemberg achieved 56 out of 100 points and is thus one index point 
above the overall economic average of all German states. According to the study, 47% of companies have 
incorporated digitization into their business strategy. Compared to the German average, this figure is 45%. 
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When we look at the focus on industry, we see that it is in line with the national average at 56 points. The 
drivers of digitization here are the automotive industry and suppliers in particular. In addition, smart 
production halls that are networked across the entire supply chain can also be seen. (Baden-Württemberg 
Digitalisierungsindex Mittelstand 2018). 
  
The manufacturing sector shapes the economic structure of Baden-Württemberg. For example, if we look 
at the share of the manufacturing sector (excluding the construction industry) in Baden-Württemberg, it 
accounts for 33.7% of the state's gross value added and 24.2% of the economy's total gross value added. 
Thus, the manufacturing sector plays a significant role in the state's innovative strength. 
 
Due to the declining labor productivity in Baden-Württemberg from 2017 - 2019, the establishment of 
sustainable and productivity-increasing concepts are relevant. Baden-Württemberg offers good conditions 
for the transformation to Industry 4.0, as 84% of R&D expenditures in 2020 came from the business 
sector, compared to 69% in Germany in 2020. It should also be added that the innovative strength in Baden-
Württemberg also comes from the primarily industrial ICT and the strong plant and mechanical engineering 
sectors. (Wertschöpfungspotenziale 4.0 Bewertung der ungenutzten Wertschöpfungspotenziale der 
badenwürttembergischen und deutschen Industrie in Zeiten der Digitalisierung der Wertschöpfung, 2020) 
 

4.2.2 Needs 

 
Digital strategy: 
The implementation of Manufacturing 4.0 production systems requires on the one hand on the digital 
strategy and structure. Digital strategy and structure mean the application of Industry 4.0 in manufacturing, 
including strategic goals, adaptation of organizational structures, the acquisition of the relevant expertise 
among employees, and also the adaptation of the business model.  
  
Smart operations: 
In addition, a manufacturing company also needs smart operations, which means that the right components 
are needed to implement the smart factory. This includes intelligent products and machines to achieve the 
goal of operation excellence. Among other things, real-time capability, complexity handling, self-
organization, networked processes, and increases in efficiency and speed play a role here. (Industry 4.0: 
Meilenstein, Must-Have oder Millionengrab? – Warum bei M.40 die Integration den entscheidenen 
Unterschied macht, Deloitte).  
  
Awareness for digitalization and cooperation: 
One important factor is the mentality towards digitalization, especially at the management level of the 
SME. There are now a large number of offers for the digitization of SMEs in Germany, especially in Baden-
Württemberg, but these are often not taken up. This is due in particular to the mentality of the management 
team, which is often not risk-averse enough and not open to change. This is the biggest obstacle when it 
comes to digitization. For this reason, it is necessary to raise awareness for the topic of digitalization, in 
particular at management level and recruit the right people to drive the topic of digitization. Furthermore, it 
is important to raise awareness on new offers and opportunities, current trends and support in 
implementing these digitization ideas. This can be enhanced in particular through the cooperation with 
other partners or in particular start-ups. It is necessary for manufacturing SMEs to network and learn from 
each other and to think in terms of value networks rather than traditional value creation processes. 
Accordingly, the contact between start-ups from the ICT sector and manufacturing companies needs to be 
enhanced in order to start cooperations and create new opportunities for new solutions within the company 
(Interviews) 
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4.2.3 Motivations 

New opportunities through Industry 4.0: 
In a highland like Germany, the topic of Industry 4.0, the comprehensive digitization of production through 
new technologies and innovations based on the digitization of the shop floor, is considered to be of great 
importance. Deloitte Consulting conducted a study on the topic of Industry 4.0 in Germany. In this study, 
280 Industriy 4.0 application examples from medium-sized and large companies were analyzed. This study 
revealed that process efficiency in production in particular is seen as the greatest benefit of smart production 
4.0. In addition, as a side effect, the workplaces and environment are improved. 
  
The results of the study reflect the current situation, in which the opportunities for smart manufacturing 
include in particular business growth at a sustainable level, more efficient process design at store floor level, 
improved workplaces and environment, early error analysis and thus quality assurance, and long-term 
satisfaction of partners and customers (Manufacturing 4.0: Meilenstein, Must-Have oder Millionengrab? – 
Warum bei M.40 die Integration den entscheidenen Unterschied macht, Deloitte 
(https://www2.deloitte.com/content/dam/Deloitte/de/Documents/operations/DELO-2267_Manufacturing-
4.0-Studie_s.pdf ). 
  
The digital solutions enable manufacturing companies to remain competitive in the medium to long term, as 
they can optimize their processes make the processes more efficient, save costs and thus offer a better, 
more favorable price or product. 
  
In addition, data-driven business models are of great importance for manufacturing companies, as they not 
only optimize their own processes, but also lead to the customer being accompanied throughout the entire 
product cycle, which means that new offers or products can be created for the customer. 
  
The implementation of ICT solutions also makes processes more transparent. On the one hand, this can be 
particularly relevant for the early analysis and thus predictive maintenance of machines. On the other hand, 
transparency can also be important for networking and interaction with partners, such as suppliers, especially 
in times of globalization or even qualified personnel. In general, transparency optimizes the resource 
planning. 
  
In addition, this can be significant on the image of the company. If a company is a pioneer in terms of 
digitization, this usually has a more attractive effect on skilled workers. This can also improve the company's 
image and thus the recruitment of skilled workers. (Interviews). 
 

4.2.4 Risks 

Risks in the introduction of Industry 4.0: 
Despite the great advantages that a smart factory can offer manufacturing companies, there are still some 
risks that companies consider. Firstly, the lack of appropriate know-how for smart production is a risk in 
establishing Manufacturing 4.0. As a result, there is a fear of making the wrong decisions regarding 
priorities due to the lack of know-how and thus no longer being able to secure competitiveness. In addition, 
many companies see ensuring IT security as a major risk for the company in Industrie 4.0 applications. The 
technology standards that have not yet been established are seen as a further challenge. (Manufacturing 4.0: 
Meilenstein, Must-Have oder Millionengrab? – Warum bei M.40 die Integration den entscheidenen 
Unterschied macht, Deloitte). 
  
Another risk here is the acceptance of the new technologies among employees and the necessary change 
management which is a very complex issue. Employees are afraid of changes or new processes or fear being 
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replaced by the new smart systems or not having the right expertise. It could be likely that the personnel has 
to learn something new or be qualified first for the new processes, which can be difficult for both sides. 
  
In addition, a risk is that the processes are not considered as a whole, but a "silo thinking" is introduced, 
in which only individual departments are considered and these are digitized or, on the other hand, the wrong 
solutions are implemented that offer no added value for the company. This can cost the company a lot of 
money without offering any real benefit. Furthermore, many companies do not know how to approach the 
topic of digitization properly (Interviews) 
 

4.2.5 Summary and conclusions 

The analysis has shown, that in particular, the southern group of countries in Germany has an above-average 
digitization index value and is at the top of the country groups. 
  
The analysis of the digitization of manufacturing companies and other industries in Germany has shown that 
digitization has arrived to varying degrees in the different sectors. The ICT sector plays the leading role 
and has the highest digitization index, but the vehicle manufacturers are already in second place, which is 
mainly due to the high number of personnel in research and development, the high number of patents related 
to digitization, and good training opportunities for IT specialists. However, it must be seen negatively that 
the vehicle industry still has to catch up in the partial digitalization of products. If we look at the other 
manufacturing sectors, we can see that they are still very far behind in the digitization index and have a lot 
of catching up to do. This may be due to the fact that little is invested in research and development and there 
are few digitalization-savy patent 
  
A digitization strategy was implemented in 2017 by Baden-Württemberg to drive digitization forward 
in the state of Baden-Württemberg. A large number of innovation projects are being implemented to promote 
digitization in companies. The state will provide more than 2 Billion Euros by the end of 2021 to achieve 
the goals. The digitization index in Baden-Württemberg is above the overall economic average of all 
German states. If we look only at the manufacturing industry, it is clear that it plays a major role for the 
state, as it accounts for a large part of the state's gross value added and the overall economic gross value 
added. The manufacturing industry is right on the national average in the digitization index, with the 
automotive industry and suppliers being the drivers of digitization, while smart production is also seen. 
Baden- Württemberg offers good conditions for the transformation to Manufacturing 4.0, as the research 
and development costs of the economy are high and due to the pioneering role of the implementation of ICT 
solutions and the strong plant and mechanical engineering sectors. 
  
When looking at the needs, we can say that the introduction of a smart factory requires digital strategies 
and structures including strategic goals, the adaptation of organizational structures, the acquisition of the 
corresponding know-how among employees, and the adaptation of the business model are important. 
Additionally, smart operations are needed, which includes the acquisition of "intelligent products and 
machines to achieve operations excellence." Here, real-time capability, complexity management, self-
organization, networked processes, and efficiency and speed increases play a particularly important role. 
Moreover, it is really important to raise awareness on the topic of digitalization, around current trends and 
possibilities, but on the other hand also supporting with the implementation of digitalization projects. In 
addition, cooperations with start-ups can be important to link manufacturing companies with solution 
providers and develop new digital processes. Important is that manufacturing companies think in value 
networks. 
  
As opportunities and motivations for the implementation of ICT solutions, Manufacturing 4.0 or smart 
production, in particular, can be seen as a role model, in which new technologies and innovations are used 
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to optimize the shop floor . The benefits include sustainable business development, more efficient process 
design at store floor level, improved workplaces and environment, early error analysis and thus quality 
assurance, and long-term satisfaction of partners and customers. In general, it can be said that digital 
solutions can significantly increase competitiveness in the medium to long term. Processes can be made 
more efficient and optimized, costs can be saved, and a cheaper or better product can be offered. In addition, 
the data-based business models can create new opportunities for offers and increase transparency, which in 
turn enables better collaboration with partners such as suppliers. Ultimately, the company also increases its 
own image and thus the possibility of recruiting skilled workers. 
  
However, there are also risks that need to be taken into account when introducing Manufacturing 4.0, such 
as the lack of appropriate know-how, the fear of making the wrong decisions regarding priorities in ICT 
implementations, ensuring IT security and, also the technology standards that have not yet been 
established. In addition, there is a risk only individual departments are digitized, or else the wrong 
solutions will be implemented that do not offer any added value for the company or that the companies do 
not know how to approach the topic of digitization properly. Furthermore, and internal acceptance by 
employees must also be taken into account when introducing new technologies, as they are usually afraid of 
new processes or being replaced by new machines, which is why change management plays a significant 
role here. 
 

4.2.6 Sources 

 
Baden-Württemberg Digitalisierungsindex Mittelstand 2018 
(https://www.digitalisierungsindex.de/digitalisierung-bundeslaender/digitalisierung-baden-wuerttemberg/) 
Digitalisierung der Branchen in Deutschland — eine empirische Erhebung, Demary, Vera; Goecke, Henry, 
Wirtschaftsdienst , Volume 101 (3) – Mar 17, 2021 
Mehr Kooperation von Start-ups und Mittelstand als Chance für Digitalisierung und Innovationen, Röhl, 
Klaus-Heiner; Engels, Barbara, Wirtschaftsdienst , Volume 101 (5) – May 17, 2021 
Digitalisierung der Wirtschaft in Deutschland - Digitalisierungsindex 2020 ,BM für Wirtschaft und 
Energie (2021), 
(https://www.de.digital/DIGITAL/Redaktion/DE/Digitalisierungsindex/Publikationen/publikation-
download-Langfassung-digitalisierungsindex-2020.pdf?__blob=publicationFile&v=4) 
Metastudie – Chancen und Herausforderungen der Digitalisierung in Baden-Württemberg, Ministerium für 
Inneres, Digitalisierung und Migration Baden-Württemberg, 2021 
Wertschöpfungspotenziale 4.0 Bewertung der ungenutzten Wertschöpfungspotenziale der 
badenwürttembergischen und deutschen Industrie in Zeiten der Digitalisierung der Wertschöpfung, 2020 
(https://www.i40-bw.de/wp-content/uploads/2021/01/Wertschoepfungspotenziale-
4.0_Abschlussbericht_HS-KA-ILIN.pdf) 
Manufacturing 4.0: Meilenstein, Must-Have oder Millionengrab? – Warum bei M.40 die Integration den 
entscheidenen Unterschied macht, Deloitte 
(https://www2.deloitte.com/content/dam/Deloitte/de/Documents/operations/DELO-2267_Manufacturing-
4.0-Studie_s.pdf ) 
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4.3 ES30 MADRID [AECIM] 

4.3.1 Regional research description 

 
  
In order to measure Spain’s situation and progress in the field of digitalisation, the European Commission 
has been monitoring Member States’ digital progress through the Digital Economy and Society Index (DESI) 
reports since 2014. The DESI reports include both country profiles and thematic chapters. In addition, an in-
depth telecoms chapter is annexed to the reports for each Member State which also allows us to compare 
with the main EU countries. 
  
The DESI country reports combine quantitative evidence from the DESI indicators across the five 
dimensions of the index with country-specific policy insights and best practices. This is a synthetic indicator 
which encompasses five dimensions: connectivity, human capital, the use of internet services, the integration 
of digital technology in enterprises, and digital public services. 
  
Spain ranked 11th in the DESI of the EU-28 in 2020 and is making significant progress in its digital 
transition. While it is natural to see an upward trend as countries make progress in adopting new digital 
technologies, between 2015 and 2020 Spain has made relatively rapid progress compared to the EU average. 
In fact, Spain has experienced the fourth biggest increase (after Ireland, the Netherlands and Malta) in its 
DESI index in the last five years (see first chart).3 This is allowing the country to narrow the gap with Nordic 
countries, which are the leaders in digitalization within the Union. 
 
 

 
 
If we analyze the components of the DESI, we see that Spain stands out in two of the five dimensions: 
connectivity and, especially, digital public services, a component in which Spain ranks second in the 2020 
DESI (see next left chart). In terms of connectivity, Spain is one of the countries with the largest deployment 
of very high-capacity networks, covering 89% of households in 2019. This contrasts with the EU average of 
44%, as well as with Spain’s own 45% in 2015. In addition, the improvement in the coverage of high-
capacity networks over the past five years has been clearly higher than the European average (see second 
right chart). Looking ahead, the successful deployment of 5G technology will be crucial,4 as this technology 
is paramount for the development of the new 4.0 industrial paradigm. 
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In contrast, Spain lies below the EU average for digital indicators relating to human capital. While an 
improvement can be seen in several aspects of this component, slightly over 40% of Spain’s population still 
lacks basic digital skills and 8% have never used the Internet. 
 
 The score where Spain stands out the most is Digital Public Services, where it is in second place in 

Europe, improving its position with respect to last year, thanks to the application of a default digital 
strategy throughout its central administration. One of the indicators driving Spain's position in this 
dimension is open data, where it is in second place in terms of maturity in Europe. It is also above 
average in the availability and use of e-government services. 

 Spain also performs well in the area of connectivity (5th place), driven by the good implementation of 
high-speed networks: 80% of households have fiber optic coverage, well above the EU average 
(34%). 

 In contrast, Spain is below the EU average in the human capital indicator (16th place), with 43% of 
people between 16 and 74 years of age still lacking digital skills. It does improve on last year's 
percentage of ICT graduates and specialists in total employment. The report highlights the 
government's efforts to improve this situation, with actions such as the Strategic Plan for Vocational 
Training in the Education System 2019-2022, which seeks to create forty new degrees in different ICT 
fields. Still in the area of human capital, it is worth noting that one of the objectives of the  Spain 
Digital Agenda 2025 is for 80% of people to have basic digital skills by 2025, since having a workforce 
with these capabilities is essential in order to take advantage of the opportunities offered by new 
technologies. In addition, digital skills in the population are another element highlighted by the 
European Commission as being important for ensuring a strong and sustained economic recovery in the 
current context (like connectivity, mentioned above). 

 With regard to the integration of digital technology, Spain ranks 13th, in line with the EU average. 
Spanish companies take advantage of the opportunities offered by digital technologies and are above 
Europe in the use of electronic information exchange systems (43% compared to 34%), although 
slightly below in access to Big Data analysis (11% compared to 12) and the use of the cloud (16% 
compared to 18%). With regard to emerging technologies, the report highlights that Spain has developed 
a significant number of coordination measures, especially in the field of cyber security. 

 Finally, the use of Internet services has increased since the previous year, and the country has obtained 
results above the EU average. However, it is worth mentioning that it is still used more for leisure 
activities (consuming multimedia content), than for day-to-day business, such as banking or e-
commerce. Spain, compared to the rest of the EU-28 countries, has relatively high levels when it comes 
to interacting with public administrations via the Internet. C. de Madrid, Cataluña and C. Valenciana 



 

35 
 

 

This project has received funding from the European Union's Horizon 2020 research and innovation programme – 
Innosup under grant agreement No 101005711 
 

 

have the highest levels of interaction. La Rioja and the Canary Islands also have a higher percentage of 
users of public digital services than the Spanish average. 

  
In 2019, according to data from the Central Business Directory (DIRCE) of the National Statistics Institute 
(INE), a total figure of 197,016 companies in the industry sector was registered, which indicates a decrease 
of 3.6% compared to 2018. 
 

 
 
84.1% of the total sector is made up of companies with 0 to 9 employees; small companies represent 12.9%, 
medium companies 2.3%, and large companies 0.7%. In all business segments, the number of companies 
increased with the exception of the smallest group, which decreased by -2.3% compared to 2019. The most 
pronounced increase, 3.8%; It is produced in the segments of medium and large companies. 
  
The subsectors with the highest representation are the manufacturing of metal products, except machinery 
and equipment (17.1%) and the food industry (12.9%). None of the remaining subsectors exceeds 7.3%, 
which coincides with that of graphic arts and reproduction of recorded media. 
 
Quantitative analysis of ICT implementation in manufacturing SMEs[1] 
  
a. Infrastructure, access, marketing and sales 

  
In 2020, practically all SMEs and large companies have both computer and Internet access. In 2019, both 
indicators remained unchanged compared to theprevious year, however, in 2020 there has been an increase 
of half a percentage point in both cases. In micro-enterprises in particular, both the use of computers (5.1 
percentage points) and the availability of Internet access (4.5 p.p.) increased significantly. However, still a 
quarter of micro-enterprises do not have Internet access, while a fifth do not have computers. 
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[1] https://www.ontsi.es//sites/ontsi/files/2020-11/ePyme_2019.pdf 
 
In 2019, the percentage of companies with an Internet connection using websites to share multimedia content 
grew with greater intensity, compared to other types of media. 
  
Among the social media used, social networks are the favorites among companies with an Internet 
connection in the industry sector, with the percentages in both business segments above 93%. However, the 
use of websites to share multimedia content is gaining popularity, especially among micro-companies, with 
36.5% in 2019. In the case of SMEs and large companies, this percentage stands at 48.6% in 2019. 
  
On the contrary, in 2019 the use of blogs or microblogs lost weight among micro-companies with Internet 
access, reaching 13.6%, while among those with 10 or more employees it remained at 33.7%. 
  
With regard to the reasons why companies in the sector use social media, the main ones are to develop the 
image of companies or market products and to receive or send opinions from customers, most used, in this 
case, by micro-companies (59 %) than for those with 10 or more employees (54.4%), in 2019. In relation to 
the rest of the uses, in no case do they exceed 30% of SMEs and large companies and 25% of micro-user 
users. 
  
In 2019, the percentage of industrial companies with an Internet connection that pay to advertise on the 
Internet through targeted advertising methods also grew gradually, with the preferred modality based on web 
page content or keyword search by users persisting as the preferred modality by 76.7% of SMEs and large 
companies with connection (-0.8%. compared to 2018) and by 66.3% of micro-companies that experienced 
the sharpest decrease (-17.9%). 
  
The most common way to carry out both purchases and sales in the industry sector is through web pages or 
applications. However, among SMEs and large industrial companies, in 2018, the use of EDI-type messages 
to carry out electronic sales stands out, with a similar percentage to the use of the website for the same 
purpose (11.5% and 12.3%, respectively). 
 
b. Mobility 
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In 2020, the percentage of industrial companies that provide their employees with portable devices with an 
Internet connection for business has increased. In SMEs this indicator increased to 78.1% (2.3 percentage 
points more than in 2019) and in micro-companies to 49.8% (2.6 percentage points more). 
 

 
 
c. Cloud Computing 

  
Despite the fact that, in general, the degree of adoption of cloud technology is still low in the industrial 
sector, during the last year the percentage of SMEs and large industrial companies with an Internet 
connection has grown by 5.6 points. acquire services based on cloud computing. In the case of 
microenterprises, the percentage has remained practically unchanged since 2017 at very low levels. 
  
It is also worth noting that, in 2019, industrial micro-companies outperformed SMEs and large companies 
in the use of financial or accounting software applications in the cloud (42.4% versus 34.6%, respectively). 
  
d. Big Data  

  
The degree of penetration of big data, both in companies with 10 or more employees (5.8%; -2.1 pp) and in 
industrial micro-enterprises (1.5%; -1.6 pp), is one of the lower compared to other sectors of activity.  
  
Distinguishing according to the types of sources used to carry out the big data analysis, a differential behavior 
is observed between business segments in 2019. Among SMEs and large companies, the most used source 
was data from the company itself with sensors or smart devices (52,3%); however, among micro-enterprises, 
the use of this source decreased by 27.9 p.p. (3.1%). In addition, among micro-enterprises, the use of data 
generated by social media (67.4%; +26.8 pp) and data obtained by geolocation from portable devices (61.4%; 
+23.8 pp) are more important. ). These two types of sources, on the other hand, were used to a lesser extent 
by companies with 10 or more employees (36.9% and 44.5%, respectively). 
  
e. Cybersecurity 

  
In 2019, 53.8% of micro-enterprises, and 91.3% of SMEs and large, adopted ICT security measures 
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Generally speaking, the most popular cybersecurity measures among companies in the industry are up-to-
date software maintenance, data backup in separate locations, strong password authentication, and network 
access control. 
 
f. ERP and CRM  

  
The gap based on the size of the company in terms of use of ERP and CRM tools is still very broad 
  
In 2019, more than half of SMEs and large industrial companies (51.2%) used tools to share information 
between their different business areas (ERP tools). In the case of microenterprises, the figure decreased to 
only 8.5% of users. 
  
Minor is the use of customer information management tools (CRM tools). Almost a third of companies in 
the sector with 10 or more employees used them in 2019. In contrast, only 5% of micro-companies used 
them. 
  
The information recollected during the interviews show some discrepancies with the national reports, 
because 100% of them had the infrastructure liked with broadband internet connection, possibly due to the 
fact that the companies accessed are closely related to the automotive sector value chain, which is currently 
highly digitalized for many years, demanding or promoting its suppliers (SMEs) to be continuously updated 
to respond to their demands, quality levels and speed of delivery of supplies. 

 

4.3.2 Needs 

 
It has been identified that, during the decision-making process in digital transformation, the manufacturing 
SME has the following needs / considerations: 
  
 Have an adequate offer of affordable, accessible (cost), secure, simple, sufficient and competitive digital 

products, services and infrastructures, in particular: digital identity, digital archive, cloud, big data, AI, 
etc. 

 Have available professionals with the digital skills required in the job market and the necessary ability 
to attract talent. 

 High-speed connectivity with adequate coverage for business activity throughout the country with the 
capacity to connect devices (Internet of Things or IoT) and, where appropriate, access to new 5G 
services, etc. 

 Easy and efficient access to information on available aid, business networks, and other initiatives that 
support modernization and business growth. As well as financing instruments necessary to carry out the 
innovation process and adequate tax instruments. 

 Government support, through programs that promote digital transformation, providing aid better 
adapted to the structure of SMEs, because the lack of time and skilled staff about public subventions 
application processes 

  
According to the information found, similar scenarios can be found at European level, obstacles faced by 
European medium-sized companies in the implementation of new technologies and concludes the main ones 
are the restriction of costs (47%), the workload of employees (40%) and lack of expertise (36%). 
 
Main internal concerns impacting the implementation of new technologies 
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Source: PwC European Private Business Survey 2019, all respondents. 
 
Particularly in Spain it can highlight the cybersecurity needs, because among SMEs, there is a low perception 
of the problem, and they tend to exclude themselves as a potential target of cyberattacks. This is a worrying 
issue, since they represent the bulk of the Spanish business fabric. A hypothetical massive attack on the 
fabric of SMEs would generate a serious economic impact since their resilience capacity (of recovery after 
an attack) is much lower than that of large companies, due to a lower economic power in general and a lower 
capacity to answer in terms of cybersecurity. For the public administration, the issue can escalate to critical 
national security issues. Experts agree that a greater awareness of the importance of cybersecurity has so far 
not implied a rigorous implementation of actions in favor of security or a greater defense of cyber rights. 
Although considerable progress has been made in many aspects, there are still indicators that can be 
improved, which imply important transformations, diversification and specialization in the labor market. 
 
 Labour market: More professionals in the sector are needed: 40% of companies have difficulties 

finding technology specialists Two-thirds of Spanish companies today do not have enough employees 
to combat cyber threats. 

  
 Training offer: Spain has a wide range of master's degrees and courses in the field of cybersecurity, 

and the Government is preparing a comprehensive vocational training (FP) system that would include 
disciplines such as cybersecurity, robotics, big data, data analysis, manufacturing 3D, virtual reality, 
expanded reality, etc. 

  
Industry experts point out the main needs in this field: 

  
 Specialization: today there is much more information and also more training offered than a 

decade ago, but there are also much more specific fields: research, incident response, corporate 
security or mobile security. 

 Constant update: derived from the rapid evolution of the discipline and the appearance of new 
types of attacks. 

 Not only technical profiles: it is important to also train lawyers, sociologists, journalists, etc. 
  
 Female presence: The labor market associated with cybersecurity is traditionally male: according to a 

study, only 7% of European professionals in this field are women. The main obstacles to women's 
access to this sector are the lack of references, low presence of women in STEM careers (Science, 
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Technology, Engineering and Mathematics), generic ignorance of the existence of cybersecurity. 
Initiatives such as: Tech women and women4cyber have been identified. 

 

4.3.3 Motivations 

The main motivation for the implementation of ICT technologies comes from the economic benefit that they 
can bring to SMEs and Large companies. Regarding the technologies implemented there are quite a few 
differences, as shown in the following figure Spain has some very positive cases in terms of data networks 
or traditional industrial automation systems, but, nevertheless, there are other very useful technologies such 
as augmented reality in industrial maintenance whose implementation is not yet listed. However, during the 
interviews it has been seen that some large companies such as IVECO have already implemented the largest 
of the ICT solutions shown in the chart. 
 

 

 

During the interviews carried out, it was found that the main motivation to include technology in 
manufacturing SMEs is to reduce costs, improve productivity and better management of resources. The 
analysis of a large amount of data, which provide the Big Data tools allows to make more efficient decisions 
and based on real information. Of course, production processes become more efficient, which makes it more 
competitive in the manufacture of products and in the provision of services. Also related to production, the 
manufacturing times of new products are reduced. The processes are more optimized and the defects and 
errors in production processes are also reduced thanks to vision systems installed at different points of 
manufacturing field. 
 

4.3.4 Risks 

Despite the great advantages that a smart factory can offer to manufacturing companies, there are still some 
risks / barriers that companies consider important. In the first place, the lack of time and adequate technical 
knowledge for the implementation of intelligent production, there is the fear of making the wrong decisions 
regarding the choice of technologies for their particular cases. For this reason, most of them make slow 
changes that are integrated in a short time but with progressive changes. Most of the interviewees are aware 
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that to execute a project using internal personnel, it must be something that comes from company culture 
and that they must be willing to invest not only in technology but also in training, which if not done properly 
becomes an economic risk. 
  
For companies, the implementation of technologies that handle production data is a risk, with which 
cybersecurity has gone from being a problem of the IT department to that of risk management / operations. 
  
On the other hand, employees fear changes or new processes or fear being replaced by new smart systems 
or not having the right expertise. Since the implementation of new technologies may require new training 
and many fear that they will not be up to the task. Therefore, a paradigm shift is necessary within the 
corporate culture, which also carries a risk in the work environment. 
  
Enterprises tend to digitize isolated parts of the company without a defined route and that brings integration 
problems, in some cases duplication of time and risk of investment in inappropriate technologies or that 
would not easily adapt to the productive and particular model of each company. 
 

4.3.5 Summary and conclusions 

 Despite the growth in the use of ICTs among micro-companies, "penetration among larger companies grows 
more". The growth in the use of certain tools, especially those that are more complex, is faster among larger 
companies. 

 The integration of ICTs must be adapted to the size and economic activity of companies, which requires the 
development, in many cases, of "tailored suits". 

 Micro and small companies need standardized technology solutions in the cloud, which are marketed as 
services on a pay-per-use basis. 

 The associations point out that, in addition to the lack of financial capacity, the gap is due to the lack of 
access to information on existing tools and the lack of training on the benefits, and the application and use 
of technology, beyond of training on specific tools. 

 In many cases, the incorporation of technologies is a question of mentality and attitude towards digitization. 
Most of the associations consulted indicate that "the size of the companies generates corporate digitization 
capabilities, although vision and leadership are essential factors that can alleviate the lack of resources." 

 The process of digitizing micro-enterprises requires three elements: the integration of solutions that 
facilitate internal management and customer relations, an adequate presence on the Internet and the 
feasibility analysis of its electronic sales channel. 

 Associations express the ignorance that still exists among many micro-companies of electronic commerce 
platforms and the value they can bring to the business.  

  Technologies have transformed not only the production processes, but also the business, opening doors of 
access to different markets and expanding the field of action of companies. 

 Technology allows companies to: Improve the quality of the information generated by companies, 
facilitating its access through value-added services. Reduce errors and allow control of production 
processes, optimizing them; ensuring greater efficiency and quality of products. Transform traditional value 
chains, modifying the role played by the different agents, forcing them to adapt to new business models. 

 The lack of inclusion of new technologies, such as virtual and augmented reality, 3D printing, cross data 
management, etc. offers an opportunity for ICT providers to add value to manufacturing SMEs and 
demonstrate the value / utility that these can provide would be a motivation for SMEs to include them in 
their production processes 

 Other relevant and no less important aspects are the inclusion of cybersecurity as something relevant within 
the risk management of companies during the implementation of ICT, as well as the training of staff in this 



 

42 
 

 

This project has received funding from the European Union's Horizon 2020 research and innovation programme – 
Innosup under grant agreement No 101005711 
 

 

matter, motivating the female gender to participate as well. in these projects, either with the inclusion of 
new trained personnel or through internal training. 

 

4.3.6 Sources 

 
Digital Economy and Society Index (DESI) 2020 Spain 
https://administracionelectronica.gob.es/pae_Home/dam/jcr:7995e8b9-a135-4268-8a0a-
1581fba1c537/DESI2020-SPAIN-ENG.pdf  
Spain in the digital race https://www.caixabankresearch.com/en/economics-markets/public-sector/spain-
digital-race  
New reports on digital transformation in Spain https://datos.gob.es/en/noticia/new-reports-digital-
transformation-spain  
España, entre los líderes del open data en Europa por quinto año consecutivo 
https://datos.gob.es/es/noticia/espana-entre-los-lideres-del-open-data-en-europa-por-quinto-ano-
consecutivo 
 DiGiX: The digital transformation index to assess the objectives of the NGEU in Spain 
https://www.bbvaresearch.com/en/publicaciones/digix-the-digital-transformation-index-to-assess-the-
objectives-of-the-ngeu-in-spain/  
Informe e-pyme 2019 edición 2020 análisis sectorial de la implantación de las tic en las empresas españolas 
https://www.ontsi.es//sites/ontsi/files/2020-11/ePyme_2019.pdf  
DIGITALIZACIÓN DE LAS PYMES 2021 UNA VISIÓN POR SECTORES 
https://www.ontsi.es/sites/ontsi/files/2021-09/digitalizacionpymes2021visionporsectores.pdf  
https://portal.mineco.gob.es/RecursosArticulo/mineco/ministerio/ficheros/210127_plan_digitalizacion_py
mes.pdf  
https://www.pwc.com/gx/en/entrepreneurial-and-private-companies/emea-private-business-survey/europe-
2019.pdf  
https://www.ospi.es/export/sites/ospi/documents/documentos/Seguridad-y-privacidad/Google_Panorama-
actual-de-la-ciberseguridad-en-Espana.pdf  
https://www.atriainnovation.com/en/comparison-of-industry-4-0-between-spain-and-the-rest-of-the-
countries/  

 

 

4.4 RO11 NORD-VEST [NWRDA] 

4.4.1 Regional research description 

According to the Innovation Scoreboard 2021, Romania is an Emerging Innovator, with a constant 
performance over time, occupying the last place between the EU27 countries. The strengths are in Sales 
Impact, Digitalisation and Environmental Sustainability. The top-3 indicators include Medium and high-
tech goods exports, Broadband penetration and Venture capital expenditures.  
  
Recent performance increases are observed for International scientific co-publications, Most-cited 
publications, Foreign doctorate students, Broadband penetration and Innovative SMEs collaborating with 
others. 
 
According to Regional Innovation Scoreboard 2021, all the 8 regions of Romania are considered Emerging 
Innovators, with Innovation Performance for the North-West Region increasing over time by 9.2% 
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(between 2014-2021). Regional strengths are indicated in International scientific co-publications, due to 
strong university ecosystem in the region and to the presence of several national institutes' subsidiaries.  
 
Interesting to highlight, the share of employment in manufacturing within regional indicator (23.1%) is 
higher than the national average (18.8%) and above the EU average (16.4%).  Also, in 2018, the revenue 
generated by the manufacturing industry in the North-West Development Region represented 30.42% from 
the total revenue of the region, thus placing this sector at the core of the region’s economic activity. 
 
When it comes to innovation in the North-West Development Region, the results highlighted in the National 
Inobarometru Report 2021 emphasize a good positioning of the region compared with other Romanian 
development regions. Thus, in 2016-2018, the region has occupied the 1st place regarding the percentage of 
companies that have cooperated with other companies and organisations (namely 14,60%) and the 3rd place 
concerning ICT spendings (0,32% from the regional PIB) and public spendings on R&D (0,15% from 
regional PIB in 2018).  
 
According to the North-West Smart Specialization Strategy 2021-2027, both Advanced production 
technologies and ITC are among the regional priorities, backed up by specific sectors such as: innovative 
machinery and equipment for robotics, mechatronics, advanced production and processing, prototyping, AI, 
cybersecurity, IoT.  
 

 
Source: North-West Region Brochure: One Region, countless possibilities 

https://online.fliphtml5.com/samcb/svpn/#p=14 
  
Although Romania is listed among the low-performers of the EU, within the Digital Economy and Society 
Index (DESI), positive aspects can be noted regarding digitalisation:  
 the number of homes subscribing to ultrafast broadband (2nd place in the EU)  

 the positive development of the ICT companies and the presence of strong cluster organisations. Based 
on some of these positive aspects, according to the ”Rise of digital challengers ”  
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 the ICT sector in Romania is considered as being a digital leader.  
  
The manufacturing industry in Romania is considered as a digital follower, although it has one of the greatest 
potentials when it comes to the implementation of ICT solutions. According to the Country report: 
Monitoring progress in national initiatives on digitising industry – Romania, the digitalisation of the 
manufacturing industry in Romania is slowed down by the lack of coordinated initiatives and measures at a 
national level, the forefront of digitalisation being the private sector. Although the importance of speeding 
up the digitalisation of the manufacturing sector is acknowledged by the national authorities, there are still 
no clear initiatives in this regard.  
  
At national level, the IT segment is one of the most dynamic sectors, with an increasing share in the national 
economy, thus exceeding, along with the communication technology sector, 6% of the GDP. Therefore, 
Romania steadily places itself in the select group of states whose economy is mostly determined by 
innovation, creativity and technological breakthrough. 
  
Cluj-Napoca, the main city from North-West Region of Romania, is hosting the second highest concentration 
of the ITC sector in the country after the capital city, in terms of number of companies, employees and 
turnover.   
 
Based on the the ITC Market Study elaborated by Transylvania IT Cluster in 2017, the perception of the 
innovative character associated with the specific activities in the IT sector is sufficiently established, the 
average score being 7.25, on a scale from 0 to 10, where 0 is the lack of innovation, and 10 a fully innovative 
activity. 45% of the companies deem their activity as fully or almost fully innovative (score 9-10), and 
another 34% of the companies give scores between 6 and 8, which shows a mainly innovative activity. Only 
approx. 11% of the companies in the sector deem their activity as poorly innovative (scores between 1 and 
5). 
 
Approx. 36% of the total turnover of IT companies in Cluj-Napoca is focused on products for the business 
environment, 26% of them focus on the banking and finance sector, 8% of the total turnover comes from 
developing commerce, retail, products, and 7% from the products intended for the e-commerce & web sector. 
For the other sectors, the weight of the product value in the total turnover is maximum 2%. 
 
Covering the IT companies with solutions shows us a more notable presence of E-commerce and Business 
Analytics, each with weights exceeding 50%, followed by a series of 5 solutions (Content Management, 
Consumer Software, Document Management, ERP and Mobile) with weights between 46% and 49%. 
Solutions such as Engineering App and Collaborative APP are present in the portfolio of only 7% of 
companies. The startups focus on Engineering App (11%) and Cloud (49%) to a larger extent than the older 
companies on the market.  
 
The main fields in which IT services in Cluj-Napoca are focused on are Business & Professional Services, 
where almost two thirds of the companies offer services, and E-commerce & Web, with a presence of 31%. 
For the other fields, the weight of companies offering services varies between 3% and 9%. 
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Digital Innovation Hubs are becoming stronger, backed by potential future financing from ERDF; there are 
two DIHs in the North-West Region of Romania for which Transilvania IT Cluster and respectively Cluj IT 
Cluster, are the main orchestrators. They gather together partnerships of 12 important stakeholders 
representing manufacturing industries (through several clusters), research& development, academia & 
education and local & regional authorities, working all together with a strong focus on boosting the I4.0 
paradigms within the region. 
 

4.4.2 Needs 

 
According to the conclusion of the ITC Market Study 2017, the main challenges the companies in Cluj-
Napoca operating in the IT industry are facing are identified in the area of lack of specialized human 
resources (48% of the companies mentioned this aspect) and obtaining contracts (20%). If the lack of 
specialized workforce is seen as a challenge especially by medium and large companies, with minimum 5 
employees, obtaining contracts is mentioned especially by small companies, but not to a larger extent by the 
startups. 
The data show a higher focus on connected devices (IoT), for which almost 40% of the companies would 
like to develop products or services.  Virtual Reality (28%) and Artificial Intelligence (22%) also represent 
a significant part of the IT companies focus. Currently, the IT in Cluj is a mature sector, from a business-
oriented, human resource and local market value perspective. 
 
According to MIND4MACHINES stakeholders survey, the main challenges for ICT cluster company 
members regarding Industry 4.0 are that they find it difficult to establish concrete collaborations within 
Romania with the manufacturing SMEs, because those lack people with the right digital skills in order to 
support the adoption of those within their processes, production and activity. Another challenge is that for 
their clients, Romanian manufacturing SMEs, is that usually it requires high initial investment and lack of 
public funding to support the adoption of those.  
 
From the surveys applied to companies and clusters representing manufacturing industry, the main needs are 
the following: 
 Innovation/ digital awareness – to better understand the gains from undergoing the I4.0 journey, 

understanding the potential of digital solutions, for changing the traditional companies’ culture and 

mindset while increasing their ability to detect new opportunities generated by Industry 4.0. The 

importance of change management is often underestimated resulting in the under-adoption of innovative 

tools. Need for available demo solutions /software.  

 Trainings – development of employees’ skills and competencies that are crucial in order to create a 

competitive advantage and to strive towards digital transformation. As Industry 4.0 unfolds, human 

involvement should focus on more important tasks letting the machines work on the part of the 

manufacturing process that is repetitive and time-consuming. Hiring / employing a dedicated person for 

digitalisation is a desire for many SMEs, but not easy to implement, as the staff costs is considered to 

be too high. 
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 Mentoring - assistance in adapting the digital solutions to the specific needs of sector and of the client 

and to ensure a proper implementation 

 Technical consultancy – in order to deploy customized solutions that will increase the level of agility 

and flexibility transforming classic companies in smart factories 

 Tracking and analysing competition or used cases from the digital adoption perspective 

 Internationalisation perspectives of manufacturing products (with the attached accelerated 
adoption of digital solutions conditioned by interaction with foreign, more digitally literate 
stakeholders) 

 
Also, training of the manufacturing SMEs employees (middle and top management) is considered an 
important action point which will help grow the adoption of Industry 4.0 technologies, but this is a long-
term run. An important service which will encourage Manufacturing SMEs to adopt I4.0 technologies is a 
close collaboration with local Digital Innovation Hubs which can support both: the manufacturing SME and 
the technology adopter with technological mentoring, tech skills training, support to find investment 
opportunities and so on.  
 
There are a big range of skills which are required to improve the IRL, but the main one is related to 
management of the business and understanding the digital technologies, both offer a perspective and 
encourages the SME to adopt I4.0 technologies and gain more profit on the advantages those bring. 
 

4.4.3 Motivations 

According to the 2018 study: ”Digitalisation – Request and offer”, requested by Transilvania IT Cluster,  
based on surveys applied to 550 companies from the North-West Development Region of Romania, the 
production and sales departments are the ones considered to have the highest potential of digitalisation. This 
might be one of the first and most consistent motivations for the digital transformation of the manufacturing 
industry in the region. 
 
Within the scope of the MIND4MAHINES project, surveys have conducted with manufacturing companies. 
The questionnaires collected so far from behalf of manufacturing companies in Romania, the following 
reasons for introducing ICT technologies have been listed: process optimisation, product optimisation, 
resources efficiency, costs reduction, market, new business models, better client service, better management 
of the orders, logistics optimisation and lean adoption.  
  
Based on MIND4MACHINES surveys applies to manufacturing companies, main motivations for adopting 
digital technologies are time saving, costs saving and traceability, mirrored in productivity increase and 
having impact of the business competitiveness as such. Moreover, in terms of work force, the employees can 
concentrate on process optimisation and improvement, the employer being able to qualify employees or hire 
more qualified people. The company will obtain a higher products and will be able to deliver to the customer 
more technical information together with the product.  
  
The good collaboration between research centers specialised in robotics and large companies, especially the 
ICT developers, within the North-West Regional Development Region, is an argument for the future 
development of robotics. This could be one of the motivation of the manufacturing industry representatives 
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in the region to tap into the process of digitalizing their activity. (Potentialul de specializare inteligentă în 
domeniul Robotică în Regiunea Nord-Vest, UEFSCDI, 2017) 
  
  
According to MIND4MACHINES stakeholders survey, main reasons for introducing ICT technologies 
identified by the clients of ICT companies are: costs reduction, process optimisation, resource efficiency, 
product optimisation and logistics optimisation. 
 

4.4.4 Risks 

Along the process of introducing ICT solutions in the manufacturing industries, a shift in skill must occur 
among employees. The potential to a have a mismatch between the skills of the employees and the needs of 
implementing the solutions is high, this being one of the major risks that companies could face. (Rise of 
Digital Challengers) 
 
Some of the risks taken in consideration when planning smart ICT investments, risks that have been 
mentioned in the MIND4MACHINES questionnaires collected from behalf of manufacturing companies in 
Romania, are the following: technical & IT risks (technical integration, data handling and data security), 
economic risks (financial, changing business models, dependencies, time and manner investments), social/ 
organizational risks (internal resistance and corporate culture, stress and lack of qualified personnel).  
  
The ITC Market Study 2017 identified few barriers in the path of innovation, as risks facing, from the 
answers of local IT entrepreneurs:  
 Entrepreneurs and employees lack vision towards innovation  
 Lack of time, entrepreneurs are busy with ”running the business”  
 Innovation is expensive  
 There are very few venture capital-type organizations that may finance innovative ideas  
 Companies creating innovative products do so by self-financing, meaning that a part of the profit goes 

towards product development, a fact which leads to certain process limitations  
 Innovation requires a critical mass of specialists  
 Innovation is also connected to a cultural and educational part, to the way in which education focused 

or not on creativity  
 To entrepreneurs, for now, outsourcing is safe (constant, stable, predictable, demand continuing to be 

high), innovation entails risks and failures, it is a test.  
 At this time, IT companies are focused on two directions: the needs/orders of clients and the 

needs/orders of the market. Total innovation would be a step further, it would entail a reverse circuit: 
the company creates, and then educates clients and the market, while the need is generated subsequently.  

 The lack in demand for innovative IT products in Romania  
 The lack of business experience necessary for the market integration of a completely new product, for 

which there was no previous consumer expertise; once this product is created, the market needs to be 
educated, as well, which entails a complex, lengthy and risky effort. 

 

4.4.5 Summary and conclusions 

From the companies’ perspectives, Industry 4.0 is a complex concept that may be hard to understand and 
even harder to accept and implement, considering the lack of awareness, but also the lack of financial and 
human resources able to facilitate it.  
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Limited financial resources to support the initial investment is one of the main challenges the SMEs face 
regarding Industry 4.0.  Another major bottleneck when adopting Industry 4.0 is the gap in technical skills, 
the process requiring a high level of digital knowledge that is hardly available on the market. 
At national level, the IT segment is one of the most dynamic sectors, with an increasing share in the national 
economy, thus exceeding, along with the communication technology sector, 6% of the GDP. Therefore, 
Romania steadily places itself in the select group of states whose economy is mostly determined by 
innovation, creativity, and technological breakthrough. Within an automobile sector perceived as being 
innovative, the future concerns of the developers in Cluj are related to certain segments, such as artificial 
intelligence, virtual reality or IoTs, being like global IT trends. 
 
Following the MIND4MACHINES surveys applies to manufacturing companies in Romania, the digitization 
and circular economy business model offers a new chance of innovation & integration, maximizing the value 
of the material resources & minimizing the overall resource use, waste, pollution & emissions of business 
activities. In addition to the optimization of resources thanks to the use of 3D technology implemented & 
training hours taken, other improvements can be listed, such as: - rebranding that increased market visibility 
& opportunities of attracting new collaborations; - definition of new business model, strategy & business 
plan; - implementation of Agile practices & techniques; - repositioning on the market as sustainable fashion 
producer & catalyst of circular fashion business model at regionally; - diversify of services provided; - 
improvement in quality of products & services; - support in business creation acc. to strategy plan; - new 
partnerships with online platform search engine. 
 

4.5 DED2 DRESDEN [SISAX] 

4.5.1 Regional research description 

This analysis is mainly based on “Saxony´s Technology Report – 2018”, the "Digitization Index for SMEs 
2018", carried out by techconsult for the third time on behalf of Deutsche Telekom as well as on consultation 
of experts and desk research considering initiatives and actors like Digital Innovation Hubs” and “Mittelstand 
4.0 Kompetenzzentrum” and reports/analysis from the Saxonian Ministries. The analysis also includes the 
results of the survey conducted by Silicon Saxony among its members on needs, challenges, and motivations 
of the manufacturing sector for adoption of ICT solutions. 
 
The index for digitization of Saxony is showcased in the following figure. “The index reflects the relevance 
of digitization and its degree of implementation recognized by the companies: the surveyed companies could 
achieve the peak value of 100 points if they assigned the highest relevance to all digital fields of action and 
were maximally satisfied with the implementation”. 
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Figure: Digitization index for Saxony. 

Saxonian companies are slightly below the German average, displayed on the right side of the graph, but are 
still in lead compared to the other Eastern German states. In Saxony´s digitization strategy “Sachsen Digital” 
the Free State of Saxony compiled all measures and means of coordination to support the digital 
transformation not only for the economy, but also for the society and the state itself. As Saxony is also 
strongly supporting the healthcare sector with several million Euros, the respective index is with 58 points 
over the German average of 56. 
 
Overall, from the surveyed companies roughly two fifth have implemented digitization in their business 
strategy,> while 10% do not deal with digitization at all, yet. Astonishing, as a large and important part of 
companies in Saxony are focused on providing various solutions for digitization, and such branches as 
Microelectronic & ICT play an important role in the region accounting for 11 % of the annual turnover of 
Saxony. 
 
The latest “Sachsen Digital” strategy aims at the following five strategic goals: 
 

 Developing digital infrastructure 
 Ensuring information- and cybersecurity 
 Shaping competences and setting of “good work” in the digital age 
 Strengthening digital innovation 
 Advancing the digitization of administration and public institutions 

 
The main branches contributing to Saxony´s economy is shown in the following figure taken from the 
“Saxonian Technology Report – 2018”.  
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Figure: Main contributing branches to Saxony´s economy (sales taxes statistics report, Saxonian Technology Report - 
2018). 

 
59,7 % of the manufacturing companies have less than 250 employees. More important is, that 89,5 % of 
these companies have less than 10 employees. Considering, that in accordance with the following figure 
companies spend roughly 50% of this investment for R&D; especially smallest company do not have 
sufficient budget to widely roll-out digitization at all.  
 

 

Figure: Overview of investment in R&D considering company size and type of company (ZEW; MIP 2016/17). 
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The analysis of industrial branches in terms of turnover in Saxony shows that a large part is related to 
manufacturing like automotive industry (26 %), metal industry (14 %) and mechanical and plant engineering 
(13 %) and crafters of all kinds (14 % - highest amount in Germany). Thus, the result of 50 points in the 
digitization index for the industry cluster can be explained by the amount of small and smallest companies 
who cannot effort (time and cost) the of investment for further digitization, yet. 
 
Not only the federal State of Saxony with its digitization strategy “Sachsen Digital” but also private 
initiatives like the “Digital Innovation Hub” and “Smart Systems Hub” and communal initiatives like 
Dresden’s “Memorandum of Understanding” with Volkswagen Sachsen regarding electro mobility and 
digitization have been introduced to help companies and institutions in their effort to digitize. 
 
In general, an increase of the digitization of companies can be expected due to the respective specialization 
in the fields of ICT solutions.  
 

4.5.2 Needs 

 
As a high-tech and ICT-strong region Saxony has a significant number of digital solutions providers offering 
development and implementation of the following major digitization technologies on daily basis:  

 MES  
 ERP 
 Predictive maintenance 
 Cybersecurity  
 AI 
 IoT 
 Collaborative automation  
 Positioning (barcode e RFID)  
 AR-VR 
 Digital Twin 
 Cloud 
 CRM 
 E-commerce 

 
This forms the technological basis and the respective competences supporting the digital transformation 
throughout Saxonian ecosystem and beyond. Nevertheless, only 42% of Saxonian companies consider, 
digital competences of their employees as important as their professional or social skills in the future, 
according to the study of techconsult 2018. Roughly the same number of companies claim the digital 
competencies to be a crucial factor to their companies’ success. This might indicate that in most of the 
companies´ digitalization processes and acquiring the necessary skills to uptake digitalization are not enough 
prioritized or sufficiently recognized. It may be connected to the overall insufficient digital mind-set and 
understanding of the benefits that digital technologies can bring directly to companies in terms of 
improvement of business performance. Thus, it is extremely important to raise the overall awareness and 
showcase the advantages digitalization can bring to optimize costs, increase efficiencies, contribute to the 
reduction of the CO2 footprint, etc. This can be achieved by facilitating the partnerships between digitally 
savvy companies and manufacturing SMEs as well as presenting the best practices and technology 
application use-cases by the manufacturing companies which have already benefited from digitalization. 
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For many companies the lack of qualified workers with the necessary digital competences that could 
enforce digitalization, for instance data scientists able to process large volumes of unstructured or structured 
data, build the machine learning algorithms for data analysis, is one of the barriers for advancing 
digitalization. Only a third of asked companies have sufficient qualified personnel with digital skills and are 
in a constant active search for qualified IT-experts. Thus, companies are investing in the respective 
qualification of their employees and promoting training to a different extent. 
 
The study also shows that many companies are not aware of the support services in finding skilled workers 
that industrial associations and chambers of commerce can offer. 40 % of surveyed companies are not 
familiar with the offers of the Chambers of Industry and Commerce and 37 % do not know that there are 
networks of skilled workers or regular round tables and working groups for digital exchange which should 
indicate that better alignment and better awareness raising of such services should be taken into 
consideration. 

 

4.5.3 Motivations 

Small and medium-sized enterprises receive support from the state of Saxony in the development of digital 
business models, services, and products as well as in networking with large industrial partners. The 
association Silicon Saxony e. V. sets itself the goal of strengthening Saxony as a location for information 
and communication technology (ICT) nationally and internationally. The  Competence Center for SMEs 4.0 
in Chemnitz prepares small and medium-sized enterprises step by step for their digital transformation. The 
international  Automation Network Dresden brings the latest developments in automation from all over the 
world to Dresden. 
 
The manufacturing SMEs from the microelectronics industry surveyed by Silicon Saxony within the 
framework of Mind4Machines project have expressed a positive overall impact that digitalization has 
brought to research & development, production, administration, supply chain and customer relations 
management of their companies. 
 

The ICT introduction is considered important for process optimization and resources efficiency in production, 
administration, supply chain and order management. Cloud computing helps storing and analysing big volumes 
of data and understanding and controlling the individual processes. Better order management and logistics 
optimisation reached though CRM, MES, ERP and Positioning (barcode, RFID) introduction led to cost 
reductions and a higher customer satisfaction.  

 
Benefits for production: 
The introduction of the AI in particular for predictive maintenance helps to reduce the maintenance costs by 
collecting and analysing the data from the sensors on production machinery. AI-based predictive analytics 
allows companies to shift from reactive to pro-active approach. Other solutions like collaborative automation 
and Digital Twins are applied at production to increase efficiencies and improve processes control. Digital 
technologies help to better track single steps of order processing during manufacturing cycles and better 
control the processing times. Order processing can directly access the state of the order including remaining 
manufacturing time which leads to a better client service and communication. Cybersecurity serves as the 
cornerstone in protecting the companies´ data. 
 
Companies which have already introduced ICT solutions admit that it helped reaching more efficient 
workforce and a better work organisation for employees (job assignments). 

 



 

53 
 

 

This project has received funding from the European Union's Horizon 2020 research and innovation programme – 
Innosup under grant agreement No 101005711 
 

 

4.5.4 Risks 

The reason: many small retailers and guest houses still attach little importance to the digital transformation. 
But a strong specialization also carries risks. If the growth expectations in this area are not met, many 
companies in the region concerned will be affected by negative effects. 

Based on the collected data from the conducted surveys the initial barriers the companies faced while 
adopting the ICT solutions are mainly the high initial investment, lack of awareness and lack of time. 

The major economic risk of introducing the ICT are the time and the manner of the investment. 

Among technical and IT-related risks cyber-attacks and data security, dependencies, network infrastructure 
and technical integration are of a major concern to companies adopting the digital technologies. 

Social/organisational risks: internal resistance and corporate culture, job losses, lack of time, lack of skills, 
lack of qualified personnel, new requirements for training, weak organisational structure, and leadership. 
 

4.5.5 Summary and conclusions 

 
Despite a strong ICT focus in Saxony most of companies lack awareness on the benefits digitalization can 
bring. The companies are concerned with high initial investments, lack of necessary skills, complexity with 
technologies integration. 

Raising awareness and demonstration of the positive effects of digitalization, addressing the training needs, 
and promoting the digital mind-set are crucial to help companies benefit from the adoption of digital 
technologies.  

MIND4MACHINES is a great opportunity to build the right synergies between the ICT and manufacturing 
sector, fill the training and skills gap in the production sector and help the European regions and its 
companies embrace digital solutions. 

4.5.6 Sources 

Digitalisierungsstrategie des Freistaates Sachsen: Startseite - Sachsen Digital - sachsen.de 
Sachsen Digitalisierungsindex Mittelstand 2018: Digitalisierung in Sachsen – Digitalisierungsindex 
Saechsischer-Technologiebericht-2018.pdf 
 

4.6 RO31 SOUTH MUNTENIA [IPASA] 

4.6.1 Regional research description 

The South Muntenia region is located in the southern part of Romania and is the third largest region at 
national level (the region occupies 14.5% of the country's surface). A special feature, with multiple socio - 
economic implications, is the fact that it is the only region in the country that contains an enclave region in 
the middle, namely the Bucharest - Ilfov region. The Gross Domestic Product obtained of the South Muntenia 
is the third at the national level, among the development regions.   
 
South Muntenia region Internet access increasing facilities represents a base for digital technologies 
development in the area. The introduction of the 5G communications standard in the region will help the 
connectivity of SME's and their businesses development, based on the mobile Internet acess performances. 
In this context, the digitalisation of business will have benefic influences on the productivity of SMEs, with 
positive effects with respect to turnover and, last but not least, by increasing consumer satisfaction. 
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Public and private investments in the direction of digitalization of the workforce will also contribute to the 
creation of a robust digital ecosystem, which will stimulate the development of the South Muntenia 
companies and accelerate long-term economic growth. 
 
In terms of telecommunications and Internet infrastructure, in 2018, almost three quarters of the Romanian 
households (72.4%) had access to the Internet home network, 62.9% of the these being located in the urban 
environment, according to the insse.ro website. At the level of the South Muntenia region, the 3G internet 
services have the largest coverage area, representing almost 100% of households coverage in the region. 
This facilitates the digital transformation and development of the SME’s and of the labor force.   
 
Of the total population aged 16-74 who used the Internet in 2018, a fairly large proportion, namely 43.5%, 
uses e-commerce services to order and achieve products or services. 
 
The financial resources for the research-development-innovation projects and activities increases the role of 
science in society and are based on the Regional Operational Program, the Program Operational 
Competitiveness, Human Capital Operational Program, PNDR, HORIZON 2020, Interreg Danube, Interreg 
Europe.  
 
R&D&I Activity, Supply And Demand 
 
The research-development-innovation activity represents an important factor that contributes to the 
sustainable development and an engine of progress, while the science and technology are basic components 
of modern life. These directs the SM development region in achieving economic and social goals and realize 
a sustainable development. 
 
At present, the economic competitiveness is not only based on primary factors of production, such as cheap 
labor or access to natural resources or investments but is increasingly based on innovation as the dominant 
source of competitiveness advantages. This means the ability to achieve innovative products and services, 
by using the most performant technologies and the most advanced methods. 
 
Research facilities, activities and basic services offered, main equipment, technology transfer practices, 
collaboration with enterprises ICT, space and security, future Internet, technologies, tools and methods for 
software development, disaster risk monitoring, are important directions for the South Muntenia region smart 
specialization directions.         
 
The specialization potential aims to establish those economic sectors at branch level, which are the most 
performant in the South Muntenia region, in order to identify the specialization areas and the sectors with 
clustering potential. Thus, the proposed measures for the smart specialization related to a field in the region 
can be integrated within the policies and measures at national level. 
 
Territorial / industrial agglomerations represents a basis for the development of clusters and competitiveness 
poles, as an engine for the industrial development. 
 
In the South Muntenia region, the experience has shown that the 3 natural partners of the "Triple helix" 
model do not cooperate effectively, so is necessary to adapt this model and transform it into a "Four-leaf 
clover" one. The fourth actor is represented by a catalyst organizations, representing consulting firms 
specialized in the field of technology transfer and innovation.  
 
According to the records of the Ministry of Economy, there are 4 clusters headquartered in the South 
Muntenia region, in the automotive field. These are clusters for component suppliers for Renault-Dacia, 
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SPRINT, wood and ecologic agricultural farming, 2 of them are members of the Romanian Cluster 
Association and bronze medalists of the European Secretary for Cluster Analysis. 
 
Along the value chains, the companies belonging to the clusters operating in the South Muntenia region 
focus on the production and services chains, with low intensities on the design, R&D. At the same time, it 
can be seen that only in the automotive and ICT field exist long value chains. The innovative cluster 
development is supported by stimulating the business driven innovation and by channeling investments to 
high technology-intensive sectors. 
 
Near Târgovişte, in Ulmi, there is a new pole in the household appliance industry, belonging to the “Industry 
and high-tech research” field of intelligent specialization. Thus, Arctic is a production company, founded in 
1968 in Găești, with a tradition of over 46 years and a market share of 35%. 
 
Relevant comparative advantages (RCAs), identified at the regional and counties level, contributes to the 
orientation of the region’s specialization, in accordance with the exports of certain products. 
 
The Automotive Industry - product group, registers the highest Relevant comparative advantages (RCA) 
index in Argeş County, where this industry is developed. Last but not least, the metals, iron and steel 
production are represented in Dâmbovița county. 
 
The Development of a Global Vision for the future of the region 
 
The South Muntenia region innovates and develops its economic competitiveness through the regional 
innovation ecosystem and by enabling the transition to a circular economy, along with improving the smart 
specialization framework condition. 
By implementing the envisaged measures and directions of action, the South Muntenia region will generate 
a vector of sustainable and competitive development, within a medium term perspective. Thus, the key 
sectors and areas, identified at regional level as the core of smart specialization by implementing the strategy 
specific actions, will influence the regional economy through: 

 increasing the level of research, development and technological innovation and generation of 
competitive and high value-added products and services; 

 generating competitive products and services, as well as inclusion promoting activities; 
 stimulating research, development and innovation activities, technology transfer to other branches 

of the regional economy, 
 increasing the attractiveness of the region for foreign production and sales markets, 
 creating a favourable context for sustainable development at regional and national level. 

 
The main areas of intelligent specialization and vertical priorities established for the South Muntenia region 
are: 
1. Construction of machinery, components and production equipment, intelligent and safe cars, components 
and equipment for the automotive industry; 
2. Agriculture and food industry 
3. Tourism and cultural identity 
4. Bioeconomy: the development of the circular economy 
5. Smart localities which offer innovative services to citizens 
6. High Technology Industry and Research 
7. ITC 
8. Health 
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Table 1 The intelligent specialization domain of SM region, correlated with MIND4MACHINES objectives 

Intelligent specialization domain Intelligent specialization domain components 
Machinery construction productions 
components and equipment 

Smart and safe cars, components and equipment for the 
automotive industry; 

Bioeconomy; circular economy, 
development 

 Biotechnologies in agriculture; 
 Industrial biotechnologies; 
 Biotechnologies oriented towards environmental 

protection, pollution reduction and waste recovery 
Smart cities which offers innovative 
services for citizens 

 Environmental technologies for smart and green localities 
(efficiency energy, renewable energies); 

 Intelligent public services; Smart living. 
High level technology for Industry 
and Research 

Advanced production methods and technologies; 
 Advanced materials; 
 Innovation in the aerospace industry; 
 Innovation in the nuclear industry; 

ICT Industry 4.0; Cyber security; Digitization; 
 Big data (Fintech and GIS); 
 New ICT products and services. 

Health Medical and pharmaceutical biotechnologies and 
bionanotechnologies; 
 Biosafety; 
 Intelligent/Preventive/personalized medicine 

  
Main Clusters and Digital Innovation Hubs in South Muntenia region are: Bio Concept Prahova Valey, 
Wallachia Hub (Smart Specialization) Danube Engineering Hub (ICT, GIS applications), Danube furniture 
cluster, Cermand Targoviste (Green energy sources), SPRINT ACAROM Automotive Competitiveness Pole 
“Auto Muntenia” Romanian Textile Concept, APROMECA, Mechatrec (Mecatronics, Optics, Fine 
Mechanics), DRIFMAT (micro and nano-technologies).  
 
Digitization can provide SMEs with important opportunities to improve the production processes efficiency 
and the ability to innovate, in terms of products and business models. The use of advanced technologies can 
significantly increase their competitiveness.  
 
A thriving SME community using digital data and technologies will position the South Muntenia region as 
a national leader in shaping the digital economy. 
Digital Innovation Hubs (DIHs) already play a key role in stimulating the widespread use of new 
technologies (artificial intelligence, HPC, blockchain, etc.), in an ecosystem characterized by an adequate 
level of cybernetic security and favorable for digital innovation and development. 
 
The activity of digital innovation centres is fundamental for creating and maintaining a dynamic digital 
ecosystem in SM region, which stimulates the digital transformation at the level of the local, regional and 
national economy, in the benefit of companies, citizens and public administration, as are presenting in the 
following: 
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 Financial support for innovation projects in the areas of mart specialization of the SM region; 

 Supporting the business environment by digital transformation and setting up and developing Digital 
Innovation Hubs and the services they offer; 

 Increasing the efficiency of public services through digitization and interoperability 
 
The current challenges generated by the COVID-19 pandemic have highlighted the major importance of the 
society and economy digitization, thus encouraging, at regional level, the creation and development of digital 
innovation centers to complement other regional efforts in this direction. 
 

4.6.2 Needs 

 
Necessity of labor in manufacturing, production sectors 
In order to measure the progress made in meeting the objectives of the EUROPA 2024 Strategy, an 
employment rate of 75% was established as a major objective at EU level and, implicitly, for Romania among 
the population aged 20-64. 
 
The industrial restructuring of the South Muntenia Region has represented and continues to represent a 
process with profound implications on the evolution and economic structure of the region. An effect with 
major social implications is that of reducing the number of employees through layoffs and retirements, have 
as direct consequence  the increasing  in the unemployment rate. 
 
The largest reductions in industrial labor, which also had many implications on the economic activity of the 
area, registered in small and medium-sized, mono-industrial cities, whose industry was dependent on large 
enterprises in the polarization centers. 
 
The digital skills of the labor force of the region allow the adoption of intelligent operational management 
systems, the optimization of internal processes of SMEs, digital marketing and eCommerce solutions and 
will increase the competitiveness of organizations on their specific markets. 

 
In a modern economy, the SME sector plays an extremely important role, their vital contribution to economic 
growth being an unanimously recognized reality. 
 
The number of SMEs belonging to the South Muntenia Development Region  represents a percentage of 
approximately 8 % of the national level. 
 
In recent years, SMEs have relied more on technology and innovation, not physical labor; however, the need 
for employees increased at a rate of 3%. It is necessary in the next two years, an increase in the number of 
new jobs of approx. 100,000 for SMEs in Romania. Maintaining the same proportionality of growth, for the 
SMEs from the South Muntenia Development Region, it is estimated a labor force need of approx. 12,000. 
 
At the moment, there is a transition of the South Muntenia region from a production-based economy to a 
service-based economy. In this sense, the number of SMEs in the area of manufacture / production is 
decreasing, being currently at a percentage value of approx. 20 %. 
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In Romania, almost 28% of SMEs manufacturing companies plan their robotization in the next 2 years, 
according to the survey "SME Robotization Barometer", conducted by Universal Robots. This desire is 
justified by the need for survival and development of these companies, in a dynamic, constantly expanding 
economy. 
 
Necessity of IT SMEs  HR specialization in last generation  IT technologies 
The objective of the National SME Digitization Program is to increase competitiveness by developing 
innovative products / services / applications in the field of information and communication technology to 
support companies, ensuring the transition from production through outsourcing, to development based on 
innovation. 
 
In the South Muntenia region, the dynamics and territorial distribution of SMEs is influenced by a 
series of factors such as: the economic power of the area, the existence of a labor force potential with a good 
professional training, the possibility of access to the available capital, the economic structure and the 
corresponding application. 
 
In the ICT sector, the South Muntenia region did not stand out at national level (only 7% of all companies 
operating in ICT are based in the region). 
 
In terms of innovation, in the South Muntenia region, in 2018 there were a number of 201 innovative 
enterprises out of a total of 4,198 at National level . Most of the innovative enterprises operates in industry 
- 146 and the remaining 55 in services. Regarding the enterprises with process innovation, in 2016, the South 
Muntenia region held 3.56% Nationally.  
 
In 2018, at the level of the region there were 24 industrial parks, thus occupying the 1st place at National 
level. The predominant fields of activity of SMEs hosted by industrial parks in the region are textile industry, 
petrochemical industry, construction, electronic, medical and sanitary equipment. 
 
In the South Muntenia region, according to the records of the Ministry of Economy, there are 4 clusters that 
have their headquarters in the region and operate in the field of automotive, wood processing and organic 
farming. 
 
Regarding the level of training of the working population, in 2018, the South region Muntenia took the last 
place in terms of the share of people with higher level of education (9.95%),  below the National average 
(25.16%), and well below the European average of 39.9% (in 2018). Regarding higher education, the data 
of the National Institute of Statistics show that, in 2018, there were 30 faculties in the region, representing 
5.5% of those at the National level (545). 
 
Regarding the Integration of digital technology in enterprises, Romania is on the 27 position among EU 
countries, below the EU average. 
 
With regard to the degree of specialization, the human resources required for innovation activities are much 
diminished compared to all other regions, South Muntenia occupying the last place. 
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Necessity to introduce advanced manufacturing technologies in production processes, in order to have 
the possibility to integrate last generation IT solutions 
For companies in the region, the share of expenses for the introduction of new or improved processes in the 
total expenses of the enterprise represents over 50% in 7% of the surveyed companies, between 20-35% in 
43% of them, while 29% had no expenses associated with innovation. It is an urgent need to introduce 
advanced manufacturing technologies in production processes, in order to have the possibility to integrate 
last generation IT solutions. 
 
The advanced  SMEs  manufacturing technologies in production processes are necessary to be also well 
defined in M4M developing activities because there are necessary criteria for SMEs(referring to TRL and 
IRL levels) to be integrated in project activities, as following: “SMEs willing to apply for M4M supporting 
activities executed in WP3 and WP4 will first fill in a profile and self-perform this assessment, whose results 
will be automatically collected for further analysis by partners. The IRL will allow guiding SMEs to the most 
adequate tool which the project offers: from the simple use of the B2B features of the Virtual Meeting Point 
to the application to any of the Open Calls of the project, or access the Business Accelerator services offered 
by project partners.” 
 
In the same time, “the Open Calls have the scope to fund and encourage the validation of the new cross- 
sectoral and cross-regional digital manufacturing value chains, delivering innovative goods, services and 
processes in new sectors. The calls will be adapted to two maturity levels: TRL 5-7 and TRL 8-9, 
understanding that the needs of the technologies and business have different needs depending on their TRL 
and IRL”. 
 

4.6.3 Motivations 

One of the strong points of the South Muntenia region is the industrial development in production of vehicles 
and production equipment that is added to the production of parts and components for this. In these strong 
domains there are excellence centers developed based on high technology and new industries and services 
in the maximum potential points. Economic innovation is augmented by social innovation and innovation in 
protecting and valuing the environment.   
 
However, the digital economy is transforming all areas of activity. Technologies such as the Internet of 
Things, 5G, Big Data, Blockchain and artificial intelligence (AI) help companies achieve greater productivity 
and relevance on the single market and/or globally.  Public policies on SME’s digitalization need to be 
further elaborated in this direction. 
 
According to the M4M stakeholders survey results and considering the outputs of the questionaries 
completed by companies from SM region, it is noticeable an increased interest in adopting, as soon as 
possible, multiple ICT technologies as process optimization tools for company/SME product chain to: reduce 
the manufacturing time, increase the products and services quality, better resource planning, use IT 
platforms, perform operations remotely, in cloud.  
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Also, in South Muntenia region, SMEs are motivated to use and apply the ITC technology in order to achieve 
optimization of manufacturing and production processes, developing new business models, increase the 
management and marketing efficiency through on-line methods. 
 
For these main reasons, and not only, a strong transformation of the manufacturing SMEs in South Muntenia 
region to a different and more effective digital approach is expected to occur in near future. Moreover, 
economic data offer a valuable premise of a sustainable implementation of digitalization in their internal 
processes, together with a valuable partnership with complementary and not only, companies in the same or 
different regions in Romania. 
 

4.6.4 Risks 

According to MIND4MACHINES SMEs (IT and Manufactures) and stakeholders survey, the main risks  to 
the introduction of new IT technologies are: cyber-attacks, data handling, data storage, data security, network 
infrastructure, technical integration. 
 
Based on a structured questionnaire survey on 2021 Romanian SMEs, referring to the  innovation processes 
of SMEs, the holistic risks have been examined. The study underlined some types of major risk: workforce, 
organizational ecosystem and culture, innovation strategy (general objectives and functional scope for 
innovation) and collaboration with external partners. 
 
SMEs ’  employees  do  not fulfil  the  EU's  competitiveness,  because  they  don’t  have  in the most cases, 
the training and knowledge necessary  to develop  innovative tasks.  
 
A mode of reducing risk in SMEs innovation capacity is lined to employees training and changing their 
mentality, in the sense of changing their way of thinking, being open to innovation, creative and open to 
European cooperation. 
 
The organizational culture could be oriented towards collaboration, innovation, flexibility in adopting new 
technologies, to assimilate new knowledge. 
 
The SMEs organizational ecosystem and culture must ensure an open path to cooperation with Universities, 
Research institutes, with prestigious European companies, participating in joint projects through technical 
and financial complementarity between partners. 
 
From the completion of the Questionnaires completed by SMEs, it resulted mainly as a necessary training, 
that all managerial and training needs is needed. 
Referring to initial barriers faced to adopt ICT solutions, are listed: 
Company culture: 30% of total; 
Lack of awareness: 40% 
Lack of skills and people: 30% 
 
Other associated risks, resulting from direct discussions with SMEs: 
 the desire to win easily and quickly, the lack of a long-term strategy; 
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 finding development partners is difficult; 

 migration of highly qualified human resources; 
 the stage of development in which Romania is, the sudden transition from one economically to another 

diametrically opposite system; 
 prudence due to the economic and financial crisis 

 
As a major aspect, SMEs are aware that innovation-related projects involve a higher degree of risk, this 
aspect being common to both development Regions, South Muntenia and Bucharest Ilfov. 
 

4.6.5 Summary and conclusions 

Industry 4.0 or Smart Factory is a concept that will be translated into reality by the existing manufacturing 
and IT technologies on the market. This concept is based on cybernetic systems that communicate with each 
other, on the direct communication of manufacturing equipment each other and with a centralized control 
room, giving more efficient management of the supply chain and the production environment.  
The provisions of the M4M project are in full accordance with this concept, seeking to establish ways of 
development towards this goal. 
Both in the South Muntenia and Bucharest Ilfov Regions , incipient steps are being taken to implement this 
concept, with the following mentions: 
 Existence of National and regional legislation regarding digitization, development of innovation, 

specialization of human resources; 
 The industrial restructuring of the two regions, which led to the increase of competition, 

competitiveness, innovation and automation of production processes; 
 Inclusion of many SMEs from the two regions in Innovation Clusters; 

 The membership of many of these SMEs in DIH-Digital Innovation Hubs, with extremely important 
consequences on increasing their level of advanced IT development; 

 The connection of many SMEs from these regions with the Academic environment, with Universities 
and Research Institutes. 

 Evaluation of many SMEs through the IMProve Academy tool, from the point of view of DIQ- Digital 
Innovation Quotient and EIMC- Enhancing Innovation Management Capacity, evaluation followed by 
Action Plans, in order to  mitigate the disadvantages resulting from evaluation. 

 
Through the activities that will be developed by Mind4Machines in the two regions, based on the ones 
stipulated above, solid foundations are laid towards the realization of paradigms that converge towards the 
concept of Industry 4.0 or Smart Factory. 
 
 

4.7 RO32 BUCHAREST-ILFOV [IPASA] 

4.7.1 Regional research description 

The Bucharest-Ilfov region is situated on the first place, at the National level, in terms of the concentration 
of ICT companies, with a number of 6,319 companies (2017) operating in the fields: custom software 
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development, software editing, information technology consulting and other activities related to information 
technology, achieving approx. two thirds of  turnover and IT&C profit at national level. 
 
As a natural consequence of the large number of companies, most accelerators, clusters and IT hubs are 
present in the region, for example: ELINCLUS clusters (84 members), Control & IT Cluster (11 members) 
and Smart Alliance Cluster (26 members).  
 
The region has a large number of employees in the ICT field and, consequently, the most generous offer of 
professional training programs in the country, in traditional fields like: software development, systems 
engineering, economic informatics, industrial engineering, artificial intelligence, etc. 
 
As an overview of the overall performance in the field of innovation, according to the classification of the 
Regional Innovation Scoreboard (RIS), the Bucharest-Ilfov region fits, in 2019, as a Moderate Innovator - 
(Moderate - Innovator). This dashboard evaluates the innovation performance level in European 
development regions, based on a limited number of indicators. By comparison with the other regions of the 
country, the Bucharest-Ilfov region turns out to be the best developed from this perspective. However, the 
values are still very low, compared to those in the European Union. 
 
The field of intelligent systems and components, which includes the manufacture of electronic 
subassemblies, consumer electronics, radiology, electro diagnostics and electrotherapy equipment, optical 
instruments and photographic equipment, etc. is well represented at the In Bucharest-Ilfov regional level. 
The values recorded in 2017 ranks the Bucharest-Ilfov region among the first at the national level, in terms 
of the turnover (approx. 30% of the national total) and in terms of the number of enterprises (33% of the 
national total). 
 
In this sense, a major challenge is to capitalize the digital opportunities in a context in which, in all sectors, 
the technological advances such as the Internet of Things (IoT), 5G technology, cloud computing technology, 
data analysis and robotics are transforming products, processes and business models, so ultimately creating 
new industrial patterns and global value chains. 
 
The innovative, multidisciplinary ICT field can bring significant improvements for society's challenges and 
contributes to the achievements of the goals as sustainable development and climate changes challenges. In 
addition, the ideas outlined for the BI development process overlap with global trends in the field as: AI, 
RPA (Robotics Process Automation), IoT, cybersecurity, computing, etc., thus enabling the creation of 
digital tools and solutions. 
 
The main smart specialization areas, within the Bucharest – Ilfov regions are: 

 Information And Communication Technology (ICT) 

 Cultural And Creative Industries 
 Intelligent Systems And Components - (Electronics, Optoelectronics, Mechatronics, etc.) 

 Advanced Materials 

 New Food And Food Safety 

 Health – including the Sars-Cov-2 pandemic context and it’s challenges. 
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The field of Information and Communication Technology has been highlighted as having a two-dimensional 
structure, so that within it are considered both: supporting the digital transformation of the economy and 
society through a horizontal impact on industry, services, administration and daily life of citizens, by 
developing solutions dedicated to them, and vertically by developing new and significantly improved ICT 
products. 
 
All these considerations have led to the shaping of the following niches for the technological development 
of the Bucharest-Ilfov region: 

 Cyber security, IT based solutions,  

 environment and agriculture digital monitoring, products and services control; 
 medicine and human welfare systems, applications and platforms;  

 creation and development of proprietary digital products and future applications; 

 Transforming the economy through digitalization and exploiting the potential of new technologies. 
 
Intelligent systems and components enable innovation in processes, goods and services throughout the BI 
region economy and have systemic relevance, thus affecting many technological fields. They have strong 
connections in the automotive, medical, telecommunications, but also in the electronics production for wide 
consumption and are closely related to the concept of Industry 4.0.  
 
Optoelectronics represents an important developing domain in BI, supported by research and development, 
and is expected to play a key role in the coming years in industries that will adopt new technologies. 
 
Factors such as the development of high-speed optical networks, the demand for digital cameras, the increase 
in sales of smartphones, the concern for low energy consumption, the increasing use of optoelectronic 
systems in the automotive sector and high-capacity car batteries are driving this market within the BI. 
 
Globally, it is estimated that the applicability of optoelectronics in the production of consumer electronics 
will increase: 

 New manufacturing systems and technologies, robotics and automated equipment and components 

 Sensors, components and micro-opto-electro-mechanical systems (MOEMS) 

 Products including advanced manufacturing processes and electronic, optoelectronic, mechatronic 
and cyber-mecatronic systems with applications in various fields (including: health, culture, 
automotive, environment, construction, agriculture, storage). 

 
Main Clusters and Digital Innovation Hubs in Bucharest Ilfov region are: USH Pro Business USH Pro 
Business, Smart Alliance Smart e-Hub 
 
The policy mix represents the concrete steps through which the strategic objectives, respectively the way of 
effective implementation of the Regional Strategy of Intelligent Specialization Bucharest-Ilfov 2021-2027 
will be achieved, with the help of mechanisms that include: Programs European Union Structural Funds 
(especially ROP and POCIDIF); European Union funding for research - innovation, digitization programs at 
European level (Horizon Europe, Digital Europe, Health, Invest EU), interregional cooperation 
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(INTERREG, URBACT, ESPON, INTERACT, etc.); Agricultural Policy Common European Union (CAP), 
including the NSS; national funding programs, etc. 
 
Conforming with the regional research-development-innovation ecosystem, outlined in the base RIS3 BI 
analysis, the entrepreneurial discovery process and the call for project ideas under each strategic objectives 
will be defined as part of the policy mix: 

 operational objectives that reflect innovation and specialization challenges and priorities and 
represents the strategic directions to be followed in all areas highlighted as having the potential for 
smart specialization; 

 the actions that represent the directions to be followed in order to implement the strategy and achieve 
the objectives its operations. 

 
Several examples of operational objectives and actions proposed to be achieved for regional R&D&I BI 
regional capacity development are presented in the following. 
 
Operational objective - Exploitation of digital technologies to streamline economic activities and improve 
the quality of life 
 
Economic growth and regional competitiveness depend, to a large extent, on the ability of enterprises and 
public administration to adopt and manage digital transformations, in all its complexity. 
 
Actions: 

 support for the digital transformation of SMEs, including: adoption of digital technologies and tools 
for innovation, facilitation of technological investments, IT&C technologies, IoT, automation, 
robotics, artificial intelligence, mass customization, digital innovation hubs, services digital for 
improving the performance of enterprises (business intelligence) etc. 

 supporting the digitization of public services, including cyber security, interoperability and / or 
smart-city / smart-village interventions for: public safety, public services and utilities, energy 
monitoring, environment, public lighting, urban databases, geographic information systems, etc. . 

 
Operational objective - Development of proprietary digital products 
 
The ICT sector, at regional level, is the backbone of economic growth (in terms of the number of companies 
and their employees and the turnover it generates) and a major resource on which all key sectors of the 
economy are based: finance, health, energy and transport, etc. The development of new, innovative products 
and skills in the field of ICT aims to strengthen the European position of the BI region in this field, starting 
from the differentiating points that the region has. 
 
Actions: supporting start-ups in IT&C 
 
Operational objective - Improving the skills and abilities of human resources for smart specialization, 
industrial transition and entrepreneurship 
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4.7.2 Needs 

Necessity of labor in manufacturing, production sectors  
In order to measure the progress made in fulfilling the objectives of the EUROPA 2024 Strategy, an 
employment rate of 75% among the population aged 20-64 was established as a major objective at EU level 
and implicitly for Romania. 
 
The industrial restructuring of the Bucharest Ilfov Region is a major process with implications for the 
evolution and economic structure of the region. An effect with major social implications is that of reducing 
the number of employees through layoffs and retirements, the direct consequence is the increase in the 
unemployment rate. 
 
The number of the active employed population is 1,274,700 labor markets. 
 
From the point of view of the Bucharest Ilfov Development Region, the number of SMEs is approx. 130,000, 
representing a percentage of 27% of the National level. 
 
The number of employees in Romanian SMEs has increased by 7% in the last five years. 
 
In recent years, SMEs have relied more on technology and innovation, not physical labor; however, the need 
for employees increased at a rate of 3%. It is necessary in the next two years, an increasing in the number of 
new jobs with approx. 120,000 for SMEs in Romania. Maintaining the same proportionality of growth, for 
the SMEs from the Bucharest Ilfov Region, it is estimated a labor force demand of approximately 32 400 
labor market. 
 
As for the other regions, at the moment, there is a transition of the Bucharest Ilfov region, from an economy 
based on production, to an economy based on services. In this sense, the number of SMEs in the area of 
manufac./production is decreasing, being currently at a percentage value of approx. 20 %. 
 
In Romania, almost 28% of producing SMEs plan their robotization in the next 2 years, according to the 
survey "SME Robotization Barometer", conducted by Universal Robots. This percentage is also valid for 
the Bucharest Ilfov region. This desire for robotization is also justified by the need for survival and 
development of these companies, in a dynamic and  in continuous expansion economy. 
 

Necessity of IT SMEs HR specialization in last generation IT technologies  
In the Bucharest Ilfov region, the dynamics and territorial distribution of SMEs is influenced by a 
series of factors such as: the economic power of the area, the existence of a labor force potential with a 
good professional training, the possibility of access to the available capital, the economic structure and 
the corresponding application. 
 
The Bucharest-Ilfov region concentrates 24% of the total local units active at National level. 
 
The branches of the manufacturing industry in the Bucharest-Ilfov region, which generated the highest 
number of business in recent years, are: food industry, manufacturing industry, manufacture of other non-
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metallic mineral products, manufacture of rubber and plastics products, metal construction and metal 
products industry. 
 
At the level of 2020 there were 20 clusters in the Bucharest Ilfov region covering areas such as: electronics, 
ICT, textiles, food industry, bio economy, mechatronics, renewable energy and environment, eco-nano-
technologies, furniture, tourism, health and creative sectors. 
 
The regional analysis indicates a series of priority activities in the field of innovation, due to the potential of 
smart specialization, such as: software development and editing, cable and satellite telecommunications, 
engineering and technical consulting, health, clothing manufacturing, film production, metal construction , 
manufacture of bread, manufacture of furniture, manufacture of footwear, pharmaceuticals, car parts and 
accessories. 
 
For companies in the region, the share of expenses for the introduction of new or improved processes in the 
total expenses of the company represents over 50% in 7% of the surveyed companies, between 20-50% for 
43% of them. 
 
Regarding the factors that led to reduce innovation activities or influence the decision not to innovate among 
companies, the analysis revealed that 63% considered as a cause the lack of funding from own funds, 68% 
lack of funding from other sources and 56 % lack of qualified staff, a factor with great influence on 
innovation. 
 

Necessity to introduce advanced manufacturing technologies in production processes, in 
order to have the possibility to integrate last generation IT solutions  
Businesses, especially SMEs, are the real backbone of the economy. In the year 2011, the number of 
companies in Romania is 452,010 and  in the Bucharest Ilfov region represent 33.93%. 
 
It is an urgent need to introduce advanced manufacturing technologies in production processes, in order to 
have the possibility to integrate last generation IT solutions. 
 

4.7.3 Motivations 

Bucharest, the capital city has the highest socio-economic potential and the highest living standards of the 
country. The region is hosting the country's top academic institutions and research infrastructure, exhibiting 
the highest RDI potential in the country. Its public and private R&D expenditures are the highest level in 
Romania as more than 50% of country’s total expenditure is in this region.  
 
The capital region hosts one S&T Park specialized in micro and nanotechnology, which is coordinated by 
R&D organizations, 3 industrial parks that offer collocation spaces and logistical support to enterprises, and 
8 technological and business incubators (Regional Development Plan for Bucharest-Ilfov region 2014-2020). 
There are 11 technology transfer centers that mostly function as part of public research institutes, specialized 
in fields such as mechatronics, electronics engineering, biotechnology, advanced materials, nuclear and 
technological physics, and ICT. The region also exhibits the highest agglomeration of clusters in Romania, 
with 7 active clusters in the fields of electronics, textiles, food industry, electrical engineering, space 
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industry, mechatronics, manufacturing of automation equipment and systems (Regional Development Plan 
for Bucharest-Ilfov region 2014-2020). Bucharest’s innovation actors perform a two-three times more 
intense innovative activity than in the other regions.   
 
Digitalization brings opportunities for all types of companies, including SMEs, but ensuring SMEs access 
to digitalization must be further supported, coordinated and monitored. The Bucharest / Ilfov region has 
many advantages such as high internet speed, development of the ITC sector, state-of-the-art technology 
already present in large production facilities, as well as specialized labor force to benefit from digitalization 
and Industry 4.0.  
 
The advantages of SMEs digitalization identified in Bucharest/Ilfov region are:  

 new products/services; 

 information and knowledge flows 

 digital technologies and interconnectivity 

 easy access to customers and markets with high development potential. 
 
As for activities linked with Advanced Manufacturing, the regional development strategy does not 
particularly priorities investments towards advanced manufacturing in an articulate manner. However, the 
region is well endowed for exploiting opportunities in this sector. One of Romania's four science & 
technology parks - Minatech, focused on micro- and nanotechnologies - is located in Bucharest-Ilfov. The 
S&T Park was founded by the National Institute for R&D in Micro-technologies (IMT-Bucharest) and the 
Polytechnic University in Bucharest in 2005 having, as one of the main functions to supply the incubation 
facilities and the access to technology development spaces for companies in the field. A share of up to 80% 
of the park is occupied by 5 companies, 10 incubated enterprises and a spin off (Regional Development Plan 
for Bucharest-Ilfov region 2014-2020). 
 
Based on the above data and also considering the outputs of the questionnaires provided by companies 
belonging to the Bucharest-Ilfov region, no other region is better prepared for adopting/developing new 
technologies. The Regional Development Plan 2014-2020 proposes three strategic objectives for focusing 
regional investments as: consolidating the regional competitiveness, reducing intra-regional disparities and 
sustainable urban and rural development.  
 
Specific objectives to increase the regional competitiveness and consolidating RTDI activities were 
established, as follows: 

 Developing the business support infrastructure through creating S&T parks and business incubators, 
providing seed funding for start-ups, supporting SMEs in creative industries, new forms of tourism 
and innovative services, supporting entrepreneurial education and developing regional information 
networks; Supporting SMEs’ transition to knowledge activities, in view of creating innovative 
products, services, processes and commercialization channels; 

 Support for RTDI infrastructure towards enhancing excellence and technological evolution through 
investing in the Extreme Light Infrastructure facility in the region, creating innovation and 
technological transfer centers, S&T parks and providing support to clusters and university – business 
partnerships. 
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According to MIND4MACHINES stakeholders and SMEs survey, main motivations for introducing ICT 
technologies, which were highlighted, are: increasing the management efficiency, optimizing the 
manufacture processes, costs reduction, improving the presence on market, developing better client services. 
M4M project activities applied for innovative manufacturing SMEs in Bucharest-Ilfov region can be 
implemented with success taking account of the region technological development, quality of human 
resources (as described above), which is by far the strongest in Romania. 
 

4.7.4 Risks 

According to MIND4MACHINES SMEs(IT and Manufactures) and stakeholders survey, the main risks  to 
the introduction of new IT technologies are: cyber-attacks, data handling, data storage, data security, network 
infrastructure, technical integration. 
 
Based on a structured questionnaire survey, on 2021 Romanian SMEs, referring to the innovation processes 
of SMEs, the holistic risks have been examined. The study underline some types of major risk: workforce, 
organizational ecosystem and culture, innovation strategy (general objectives and functional scope for 
innovation) and collaboration with external partners. 
 
SMEs ’  employees  do  not fulfil  the  EU's  competitiveness,  because  they  don’t  have in most cases   the 
training and knowledge necessary  to develop  innovative tasks.  
 
A mode of reducing risk in SMEs innovation capacity is lined to employees training and changing their 
mentality, in the sense of changing their way of thinking, being open to innovation, creative and open to 
European cooperation. 
 
The organizational culture could be oriented towards collaboration, innovation, flexibility in adopting new 
technologies, to assimilate new knowledge. 
 
The SMEs organizational ecosystem and culture must ensure an open path to cooperation with Universities, 
Research institutes, with prestigious European companies, participating in joint projects through technical 
and financial complementarity between partners. 
 
From the completion of the Questionnaires completed by SMEs, it resulted mainly as a necessary training 
that all managerial and training needs is needed. 
 
Referring to initial barriers faced to adopt ICT solutions, are listed ( in per cent): 
Company culture: 30% of total; 
Lack of awareness: 35% 
Lack of skills and people: 35% 
 
Other associated risks, resulting from direct discussions with SMEs: 

 the desire to win easily and quickly, the lack of a long-term strategy; 
 finding development partners is difficult; 
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 migration of highly qualified human resources; 
 the stage of development in which Romania is, the sudden transition from one economically to 

another diametrically opposite system; 
 prudence due to the economic and financial crisis 

 
As a major aspect, SMEs are aware that innovation-related projects involve a higher degree of risk, this 
aspect being common to both development Regions, South Muntenia and Bucharest Ilfov. 
 

4.7.5 Summary and conclusions 

Industry 4.0 or Smart Factory is a concept that will be translated into reality by the existing manufacturing 
and IT technologies on the market. This concept is based on cybernetic systems that communicate with each 
other, on the direct communication of manufacturing equipment each other and with a centralized Control 
room, giving more efficient management of the supply chain and the production environment.  
 
The provisions of the M4M project are in full accordance with this concept, seeking to establish ways of 
development towards this goal. Both in the South Muntenia and Bucharest Ilfov Regions, incipient steps are 
being taken to implement this concept, with the following mentions: 

 Existence of National and regional legislation regarding digitization, development of innovation, 
specialization of human resources; 

 The industrial restructuring of the two regions, which led to the increase of competition, 
competitiveness, innovation and automation of production processes; 

 Inclusion of many SMEs from the two regions in Innovation Clusters; 

 The membership of many of these SMEs in DIH-Digital Innovation Hubs, with extremely important 
consequences on increasing their level of advanced IT development; 

 The connection of many SMEs from these regions with the Academic environment, with 
Universities and Research Institutes. 

 Evaluation of many SMEs through the IMProve Academy tool, from the point of view of DIQ- 
Digital Innovation Quotient and EIMC- Enhancing Innovation Management Capacity, evaluation 
followed by Action Plans, in order to  mitigate the disadvantages resulting from evaluation. 

 
Through the activities that will be developed by Mind4Machines in the two regions, based on the ones 
stipulated above, solid foundations are laid towards the realization of paradigms that converge towards the 
concept of Industry 4.0 or Smart Factory.  
 

4.7.6      Sources  

Universal Robots-    Sondaj si Barometru de robotizare a IMM-urilor. Economica.net, Julay 2021 
STATISTICAL YEARBOOK  OF BUCHAREST - ILFOV REGION  2019  
Enhancing Romanian SMEs Innovation Capacity  by Mitigation the Risk Drivers  ŢONIŞ (BUCEA-
MANEA) Rocsana –Polytechnic University of Bucharest 
L. Nicolescu,  M. Nicolae, G.  Florentin Tudorache, Romanian SMEs  and Advisory Services: Some 
Descriptives, International Journal of Academic Research 
Smart Specialization Strategy Of The Southern Mountain Region For The Period 2021-2027;  Regional 
Development Agency – South Muntenia October 2020  
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Study on the analysis of the state of competitiveness and innovation in South Muntenia region - Local 
initiative regional development – Regio Operational Plan – Conclusions for 2020   
Smart Specialization Regional Strategy Bucharest-Ilfov Development Region – Regional Development 
Agency Bucharest Ilfov 2021 – 2027 October 2020 
Regional Development Plan for Bucharest-Ilfov region 2014-2020 – Regional Development Agency 
Bucharest Ilfov –October 2015 

   
 

4.8 ITC1 PIEDMONT [MESAP] 

4.8.1 Regional research description 

 
Italy and digitalization: an overview 
Italy ranks 20th out of 27 EU Member States in the 2021 edition of the Digital Economy and Society Index 
(DESI). During 2020, Italy made some progress in both coverage and uptake of connectivity networks, with 
a particularly notable increase in the take-up of connectivity services offering speeds of at least 1 Gbps. 
However, the pace of fibre deployment slowed between 2019 and 2020, and efforts are still needed to 
increase the coverage of Very High-Capacity Networks and 5G and to stimulate take-up. Italy lags 
significantly behind other EU countries on Human capital. Compared with the EU average, it records very 
low levels of basic and advanced digital skills. 
 
 

Figure. DESI Ranking, 2021. 
 
The share of Italian online users who use e-government services increased from 30% in 2019 to 36% in 
2020, but it is still substantially below the EU average. The use of the electronic health record by people and 
healthcare professionals also remains uneven between regions. Most Italian small and medium enterprises 
(69%) have at least a basic level of digital intensity, a share that is well above the EU average (60%). Italian 
enterprises perform very well in the use of e-invoices, although gaps remain in the use of technologies 
such as big data and Artificial Intelligence, and in the uptake of e-commerce. Legislation adopted in 
2020 provides for reforms to speed up broadband rollout − including 5G – and to simplify and accelerate the 
digitalisation of public services.  
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During 2020 and 2021, there was a sharp acceleration in the adoption of major enabling platforms for digital 
public services by public administrations. New reforms under the national Recovery and Resilience Plan are 
expected to give a further boost to the digitalisation of services and modernisation across the country, 
accounting for a total of about EUR 191.5 billion. 25.1% of it (i.e., approximately EUR 48 billion). The 
reforms and investments contributing to the digital transition cover the digital transformation of the public 
administration and justice system and the strengthening of the healthcare system through digital 
technologies, the modernisation of businesses through the uptake of advanced technologies (Transition 4.0), 
and the deployment of gigabit connectivity across the country. 
  
In recent years, the pressing need to act to reduce the major gaps in digital skills gained increasing attention. 
In 2020 Italy launched its first National Strategy for Digital Skills and a related operational plan that lists 
more than 100 specific actions and sets ambitious targets for 2025. 
  
The government also extended the fiscal benefits under Transition 4.0, which will be supported under the 
Recovery and Resilience Plan, and pre-selected the hubs that will participate in the network of European 
Digital Innovation Hubs (EDIHs). The national Recovery and Resilience Plan lays out an ambitious 
roadmap, with reforms and investments touching upon all aspects of the DESI. Overcoming the delays and 
closing the gaps between Italy and other EU countries requires sustained efforts and an integrated approach 
to policies on human capital, innovation and business competitiveness. Robust implementation of the 
initiatives undertaken in recent years and the measures under the Recovery and Resilience Plan can represent 
an important change of pace and opportunity to drive digitalisation across the country. 
 
 

Figure. DESI Comparison IT-EU. 
 
Italy ranks 10th in the EU in Integration of digital technology. Most Italian SMEs have at least a basic level 
of digital intensity (69%, well above the EU average of 60%). Italian enterprises perform very well in the 
use of e-invoices: 95% of them use electronic invoices, a figure that is almost three times the EU average 
and is the result of legislative interventions between 2014 and 2019. From 2018 to 2020, the share of 
enterprises using cloud services rose sharply, reaching 38% (from 15% in 2018). Italy’s performance remains 
weak in other areas. The use of big data is low (used by 9% of Italian enterprises compared with an EU 
average of 14%), as is the use of technologies based on Artificial Intelligence (18% of Italian enterprises; 
the EU average is 25%). The uptake of e-commerce and the use of ICT for environmental sustainability are 
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also below the EU average. In terms of policy developments, the government revised and further extended 
the fiscal benefit under Transition 4.0, moving from hyper-depreciation to tax credits.  
 
The results of the first years of implementation of the hyper-depreciation measure show that it was used 
widely by SMEs and that it stimulated investments in Industry 4.0 assets, although the uptake of the benefits 
was relatively higher among medium and large enterprises and largely concentrated in the North of Italy.  
  
Support services and technology transfer centres play a key role for SMEs digitalisation. In 2020, Italy 
selected 45 national hubs, which will participate in the restricted call of Digital Innovation Hubs (EDIHs) 
under the Digital Europe Programme. The hubs selected by Italy cover technologies such as Artificial 
Intelligence, High Performance Computing (HPC) and cybersecurity, and will supplement the existing 
network of technology-transfer centres in the country.  
  
In advanced digital technologies, it launched in 2021 the call for expression of interest for the ‘Important 
Projects of Common European Interest’ (IPCEI) on Next Generation Cloud Infrastructure and Services. It 
will support innovative projects for the development of cloud infrastructure and services, with potential 
applications in areas such as data protection, cybersecurity, industrial automation or healthcare. Italy is also 
part of the first IPCEI on microelectronics (started in 2018) and at the end of 2020 published a call for 
expression of interest to select enterprises for the second IPCEI in this area. This second IPCEI has the 
overall objective of equipping the EU with key strategic capacities in the sector of processors and 
semiconductor technologies, which are essential to power the EU’s critical digital infrastructures, artificial 
intelligence-enabled systems and communication networks. Italy is one of the most active EU players in the 
field of supercomputing/HPC. The country hosts supercomputers ranked in the world’s Top 500 systems 
(two of them in the Top 20). With the support of EuroHPC, Italy is leading a consortium for the development 
of a supercomputer that will be among the top five in the world (LEONARDO). It will be installed at the 
end of 2021 in the new data centre located in Bologna.  
  
Looking at a gender analysis, the ICT adoption in Italy worsens further, ranking Italy in the last four position 
in the EU.  Data reflect the current low-level specialisation of women in ICT skills at the European level, 
showing only 17.7% of the total ICT specialist. 
 

Figure. Women in digital. 
 
 
Piedmont  and the ICT Technologies 
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Piedmont has a long industrial tradition with 
a good propensity for research: the region, in 
the North-West of Italy (close to France, 
Switzerland and Mediterranean Sea) is one of 
the 10 regions in industrial transition, 
analysed  by the EOCIC to foster regional 
economic transformation, identify 
collaboration and funding opportunities and 
connect with other regions in regional and 
cluster partnerships.  
 
 
  
In 2017, Piedmont  had a gross domestic product (GDP) of EUR 30 300 per capita, which is slightly above 
the EU level of EUR 30 000 and above the national figure (EUR 28 500). Of the 10 pilot regions, the Italian 
pilot region ranks third behind North Middle Sweden and East & North Finland. Figure 1 combines selected 
economic indicators for the 10 pilot regions. Piedmont has good position in terms of economic strength, 
measured as GDP per capita. In terms of the employment rate, the region ranks seventh among the 10 pilot 
regions. With 20.6% of employees with a higher education degree, Piedmont comes last of all 10 pilot 
regions and has a below average level of highly educated employees compared to the EU average (34.4%) 
and the national level (22.3%). Unlike Italy as a whole, Piedmont specialises in manufacturing compared to 
the EU; the pilot region has a location quotient of 1.2892 (Figure below).   
 

 
Figure. 10 pilot regions. 
 
Looking at indicators on seven dimensions, the region has scores that are above the national average, but 
below the EU average for creativity, digitalisation, firm investments, internationalisation, and new and 
emerging technologies, while the composite indicator for entrepreneurship is below the national and EU 
levels. (Figure below) Piedmont also scores above the national and EU levels, but the advance on the EU 
level is not as great. Piedmont’s highest scores are for the innovation, internationalisation and 
entrepreneurship dimensions. At the other end of the spectrum, the region’s lowest score is for new 
technologies. 
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Figure. Composite indicators for industrial change: Piedmont 
 

4.8.2 Needs 

 
ICT adoption and digitalization in Piedmont  
  
The region showed a value substantially in line with the Italian average for the profile connectivity. 
According to the latest data from the Authority for Communication Guarantees, for 2019, 92.2 percent of 
households were reached by broadband connection (92.8 in the Italian average). However, Piedmont had a 
negative gap for fast band coverage (over 30 megabits per second), which affected 57.6 per percent of 
households (66.0 in Italy). The gap also reflects the lack of territorial coverage: only 21.3 per cent of 
Piedmontese municipalities were reached by fast broadband, a front of the 46.4 of the average of the Country. 
Moreover, the demand for access to internet was slightly lower than the national average. According to 
ISTAT data, 71.4 percent of households had a broadband internet subscription, while 51.4 percent had 
subscribed to a fixed broadband connection (in Italy 74.7 and 54.3, respectively). 
  
The degree of digitalization in Piedmont before the pandemic was higher the national average, thanks to the 
greater integration of IT technologies in production processes and the best digital skills of people; it was 
associated with a increased use of online banking services. In European comparison, however, the region 
showed a considerable delay. In 2020, Italy was at 25 of 28 EU countries in the general indicator and to the 
last for the levels of digital competence, evidencing a strong delay in the use of the Internet by citizens and 
in the integration of technologies by companies. The country was instead in line with the European average 
for both connectivity and for digitisation of public administration administrative processes. The region had 
a position of advantage over the Italian (but not the European) media for digital skills (in particular for the 
incidence of ICT specialists and citizens with basic digital skills) and for the integration of digital 
technologies in production processes (which mainly affects a greater use of cloud services and management 
software.)   
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Industry digitalization  
According to the latest available data from the Statistical Archive of active companies, in 2018 in Piedmont 
4.1 percent of employees were employed in the fields of information and communication technologies (ICT), 
value above the national average (3.4 percent).  Data on the first permanent census of enterprises, conducted 
by ISTAT in 2019 and referring to the three years 2016-18, highlight that the diffusion of digital technologies 
among piedmontese companies is higher than the Italian average for all types consider, except for those 
based on the Internet (mobile internet connection or by means of ultra-broadband and IoT). 
 

Figure. KETs introduced by piedmontese manufacturers. 
 
The charts shows the ICT technologies adopted by piedmontese manufactures in 2017 and 2018 presenting 
a general increase in the use of all of them (KETs): high peaks are in advance manufacturing solutions 
passing from 11.35% in 2017 to 49.8% in 2018, as well as augmented reality (from 10.9% to 39.6%). 
 

Figure. Investment in ICT technologies done (blue) and planned (green). 
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Looking at the investment in KETs (investment done 2018 in light blue and investment planned in light 
green) they indirectly reflect the industrial panorama of piedmontese companies, with 22.7% in advanced 
manufacturing solutions, 22,5% in Augmented Reality. An interesting data refers to the third position of 
cybersecurity, demonstrating a high level of awareness concerning cyber risks (and its planned investment 
%) as well as the conspicuous level of investment scheduled in IoT, Horizontal & Vertical Integration and 
cloud computing.   
 
The level of innovation of companies is very uneven in size and geographical location: in Italy, the spread 
of ICT is at levels "high" or "very high" in 44.0% of companies with at least 250 employees and 12.2% of 
companies from 10 to 49 employees. Internet usage in enterprises is 34.4% in the South and 49.9% in the 
North. Even in Piedmont the situation of companies is uneven and the crisis of 2008 has widened the gap 
between more and less competitive companies. The gap is likely to widen because the former will be able to 
take advantage of the advantages of smart working and eventually even robotize part of the activities, while 
the latter will remain more and more dependent on human work in physical presence. 
 

 
Figure. Piedmont/Italy in ICT: comparison. 

 
Human Capital 
Looking at a digital focus of human capital in Piedmont, data are divided in 2 main categories: this evaluation 
takes into account the following four dimensions: information, communication, problem solving and software 
for content creation. 39.8% of the human capital shows basic competences, while 27.8% has advanced digital 
skills. Moreover, only 30.1% of the human capital has basic software features such as word processing, 
advanced spreadsheet functions, created a presentation or document integrating text, pictures and tables or 
charts, or written code in a programming language 
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In conclusion, the main needs of the territory are the following: 
 Infrastructures and architectures in term of digital broadband (coverage and power)  
 Machines integration to optimise products lifecycle  
 Company attitude: mind-set and culture and difficulties to be flexible and open to innovate or use ICT 

technologies  
 Improvement of the digital skills 

 

4.8.3 Motivations 

 
The implementation of ICT technologies mainly comes from the current technological level of piedmontese 
companies compared to other regions. In 2018, the main benefits referred to:  
  
 Increase of the productivity: increase of production, time reduction, defeat reduction for the 48.7% of 

the companies interviewed,  
 Production flexibility, producing small series at the same prices of large scale (35.3%),  
 shorter process (from prototype to market), 33.00%,  
 High level quality thanks to sensors (reduction of defect parts), 23.3%,  
 General Competitiveness thanks to IoT, 11.9% 
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Figure. Benefits of ICT introduction. 
 

4.8.4 Risks 

The industrial regional panorama shows a dual industrial structures where a limited number of very 
competitive firms coexist with a large number of SMEs with little propensity to innovate, and this leads to 
an over-fragmented productive system.  
 
Concerning digitalisation, apart from economic reasons to sustain digitalisation (40.9%), Piedmontese 
companies reveal a general lack of awareness and a cultural mind-set towards digital technologies 
potentialities, pointing out that:  

 Their activity does not need I4.0 or digital technologies (28.7%) or they do not have enough 
information about KETs to implement them (18.8%) [AWARENESS] 

 They lack in know-how and internal competences to adopt them (19.1%) [SKILLS] 
 

 
Figure. Barriers to adopt ICT by piedmontese companies. 



 

79 
 

 

This project has received funding from the European Union's Horizon 2020 research and innovation programme – 
Innosup under grant agreement No 101005711 
 

 

 

 
 
Lack of awareness and knowledge while digital transformation provides new opportunities for SMEs, they 
present lack of awareness concerning digital technologies potential and implications. There are still some 
risks / barriers they consider important like an adequate technical knowledge concerning not only ICT 
implementation but also their risks on cyber-attacks (IT department). Moreover, some decision-makers 
renounce digital transition simply because they do not understand how it can be incorporated into the 
business or they prefer to “continue as we have always done”. 
 
Even when companies adopt ICT solutions, they tend to digitalize it partially, addressing isolated parts or 
sectors without a deep analysis of the company and a consequent ICT strategy: this leads to the risk of 
investment in inappropriate technologies or that workforce is not prepared to use.  
  
Skills mismatch and brain drain: demographic transition, a skills mismatch (a high youth unemployment 
rate in the face of an increasing number of job vacancies for highly qualified technicians that cannot be met 
by the regional workforce) and an ageing entrepreneurial cohort, are constraints holding back the 
acceleration of industrial modernisation. Consequently, Piedmonte's share of employment in high-
technology sectors (high-technology manufacturing and knowledge-intensive high-technology services) is 
slightly below the national average and is below the European average. 
 
Moreover, it is interesting to see that despite its increase from 5.5% to 10.0%, companies considered a 
negligible problem finding a workforce with skills in I4.0, but again this probably reflects the lack of 
awareness on this topic. At the same time ISTAT (2018 Survey) on companies reveals that only 20% of them 
invest or declare to invest in non-compulsory training and up-skilling for their workforce, hopefully accorded 
to the most requested specialist profiles by 2030. 
 
Family-owned business: 75% of the Italian production system -as well as the piedmontese- is characterized 
by the presence of companies controlled by a natural person or family: with reference to 2018, they account 
for 75.2% of production units Italian with at least 3 employees and 63.7% of those with 10 employees and 
over (more than 135 thousand companies). This can lead to a paternalistic approach in which  
  
 the control is centralized and influenced by tradition instead of good management practices, 
 a tunnel vision that Lack of outside opinions and diversity on how to operate the business and “change 

culture”, 
 a succession Planning for handing the power to the next generation lacks  
 a conservative attitude and low risk of the older family members try to preserve the status quo and resist 

change. Especially resistance to ideas and change proposed by the younger generation. 
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Collaborative approach: piedmontese companies show a moderate attitude to cooperate with other 
companies pooling experiences. Moreover, they lack in the ability of working in the supply chain with a 
strong leadership by the chain leaders, it means that for smaller enterprises is not convenient to bear the fixed 
costs, including organisational costs, necessary for the transition to Paradigm 4.0. 
 

4.8.5 Summary and conclusions 

 
The region’s strengths lie in its strong manufacturing tradition and in the diversity of the industrial fabric. 
However, the transition towards a knowledge-based and innovation-based economy is not yet complete. 
Dualism (i.e. the productivity differential between firms operating in the same sectors) is very pronounced. 
Digitalisation and the uptake of Industry 4.0 concepts are not widespread and are mostly found in medium-
sized and large firms operating in the mechanical and aerospace industries. The service sector is less 
developed and less dynamic compared to other regions in Northern Italy. 
 

4.8.6 Sources 

 
https://digital-strategy.ec.europa.eu/en/policies/desi-italy  
https://knolskape.com/lack-of-digital-awareness-the-reason-why-organizations-fail/  
https://leeiwan.wordpress.com/2006/08/17/20-challenges-faced-by-a-family-owned-business/  
https://www.oecd.org/industry/smes/PH-SME-Digitalisation-final.pdf  
https://www.mecspe.com/en/osservatori-en/mecspe-observatory-italian-smes/ 
https://digital-strategy.ec.europa.eu/en/policies/desi-italy 
https://ati.ec.europa.eu/sites/default/files/2020-06/DTM_Industria4.0_IT%20v2wm.pdf  
https://www.eib.org/attachments/thematic/digitalisation_of_smes_in_italy_summary_en.pdf  
     https://www2.deloitte.com/us/en/insights/focus/industry-4-0/italy-4-0-digital-future-technology.html  
     https://sep.luiss.it/sites/sep.luiss.it/files/Digitalization%20and%20productivity%20in%20Italy.pdf 
https://www.pwc.com/gx/en/entrepreneurial-and-private-companies/emea-private-business-survey/europe-
2019.pdf  
https://www.pwc.com/it/it/publications/assets/docs/pwc-industrial-manufacturing.pdf  
https://ec.europa.eu/regional_policy/sources/docgener/studies/regions_indust_trans_en.pdf  
https://clustercollaboration.eu/sites/default/files/news_attachment/eocic_-_policy_briefing_-
_Piedmont_italy.pdf  
https://www.ires.Piedmont.it/relazione2020/RelazioneAnnuale2020_12giu.pdf  
https://www.bancaditalia.it/pubblicazioni/economie-regionali/2021/2021-0001/2101-Piedmont.pdf  
http://images.pie.camcom.it/f/ComunicatiStampa/28/28401_UCCP_852018.pdf  
https://www.fondazioneagnelli.it/wp-content/uploads/2021/07/Rapporto-Osservatorio-Imprenditorialita-
2021.pdf   
https://www.istat.it/it/files/2020/02/Report-primi-risultati-censimento-imprese.pdf  
https://www.intesa.it/il-perche-di-una-trasformazione-digitale/  
https://www.fimap.srl/guida-digital-transformation-pmi-italia/ 
https://www.regione.Piedmont.it/web/sites/default/files/media/documenti/2018-
11/oecd_peer_learning_in_industrial_transition_regions_report_cohort_1_for_comment.pdf  
https://www.s3vanguardinitiative.eu/members/Piedmont  
https://www.agendadigitale.eu/cultura-digitale/desi-regionale-2020-resta-forte-il-gap-digitale-nord-sud-e-
col-resto-deuropa/  
http://images.pie.camcom.it/f/ComunicatiStampa/28/28401_UCCP_852018.pdf  
https://www.mecspe.com/en/osservatori-en/mecspe-observatory-italian-smes/ 
https://www.osservatorioict.piemonte.it/indicatori/desi-index-2020-capitale-umano/  
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4.9 BG41 YOGOZAPADEN [EVIC] 

4.9.1 Regional research description 

The development of the digital technologies and their penetration into the economic and social life requires 
a new approach for utilization of their potential in order to enhance the competitiveness of the Bulgarian 
economy. The implementation of the I4.0 elements (IoT, AI, 5G, etc.) is an opportunity to increase the 
integration among value chains and significantly improve the linkages between sectors. At the same time, it 
is improving public services provided by the government in Bulgaria.  

The accelerated digital transformation is strongly dependent on the technology level on one hand side and 
the knowledge and skills of citizens/workers to use them on the other hand side. These problems are analyzed 
in detail in the national strategy for digitalization of Bulgaria 2020 – 2030.1  

The European Commission reports annually on digital progress in the EU Member States through indicators 
that compose the Digital Economy and Society Index (DESI).2 Bulgaria ranks last under this Index. There is 
also a significant lagging behind the average European levels of digital connectivity, the use of digital skills 
online, the digitalisation of enterprises and digital public services.  

 
Digital Economy and Society Index, 20203 

 
 
 
Figure. Digital Economy and Society Index – Member States' progress, 2015-20204 

 
1 
https://www.mtitc.government.bg/sites/default/files/digital_transformation_of_bulgaria_for_the_period_20
20-2030_f.pdf 
 
2 https://ec.europa.eu/commission/presscorner/detail/it/qanda_20_1022 
 
3 https://digital-strategy.ec.europa.eu/en/policies/desi 
 
4 https://digital-strategy.ec.europa.eu/en/policies/desi 
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The economic and social consequences of COVID-19 are unprecedented and call for strong, collective, and 
urgent measures to restore Bulgaria's economy to sustainable and inclusive growth. This document defines 
the vision and goals of the policy for digital transformation of the Republic of Bulgaria for the period until 
2030, as a generalized policy framework where the National Program "Digital Bulgaria 2025", the priorities 
of the "National Development Program BULGARIA 2030" and a number of other national strategy papers 
with a technological component (listed in the Annex to this document) covering the period 2020-2030 take 
place. It takes into account the goals of the UN Agenda 2030 for Sustainable Development and the use of 
new technologies to achieve them, as well as the European Commission's Strategy Papers "A Europe Fit for 
the Digital Age", "Shaping Europe's Digital Future ", "A New Industrial Strategy for Europe" and others.  

Technological innovations such as digital platforms, artificial intelligence (based on big data) and 
automation, additive manufacturing (3D-printing) and smart materials are becoming an important factor for 
economic development. Naude W. et al. (2019) analysis on the development of Industry 4.0 (I4.0) in the 
region of Central and Eastern Europe (CEE) outlines digital transformation of the manufacturing sectors as 
a disruptive factor. 5 

Currently, Bulgarian companies do not take full advantage of new digital technologies and innovative 
business models. The state of industry digitalisation varies in different sectors, especially between high-tech 
and traditional sectors. In order to ensure rapid digitalisation of the economy, every enterprise should be able 
to implement solutions that support the development, testing and experimentation of new products and 
services based on digital technologies, including artificial intelligence. Particular attention should be paid on 
improving the access to advisory services and financing for high-risk innovative start-ups, both in the early 
stage of their development and in their scalability /growth. Bulgaria needs more actively to use the strengths 
of the digital technologies in traditional sectors, in order to take advantage of the opportunities offered by 
technologies such as 5G networks, Internet of Things, big data, robotics and artificial intelligence, 
blockchain, 3D printing, and others. This will enable the economy to take a share of emerging markets for 
the products and services of the future.6 

4.9.2 Needs 

The COVID-19 crisis has also confirmed the need to accelerate the digital transformation in practically all 
economic and social sectors and proved that large-scale efforts for exploiting the potential of digital 

 
5 https://www.iza.org/publications/dp/12141/the-past-and-future-of-manufacturing-in-central-and-eastern-
europe-ready-for-industry-40 
6 
https://www.mtitc.government.bg/sites/default/files/digital_transformation_of_bulgaria_for_the_period_20
20-2030_f.pdf 
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technologies are not only necessary but also mandatory. The economy will increase its competitiveness and 
sustainability through them, as well as will create new sources of revenue from new business models and 
services that create jobs.  

The pandemic has demonstrated the growing importance of digitalisation to all aspects of the economy, 
society, and government. It also reaffirmed the need to build high-speed digital connectivity and data 
potential utilization by removing barriers to data sharing. This complex environment has shown that artificial 
intelligence and robotics can provide many solutions to improve healthcare. Undoubtedly, the benefits of e-
education and training and their social effect have been proven.  

The economy will increase its competitiveness and sustainability through them, as well as will create new 
sources of revenue from new business models and services that create jobs. Investments in digital 
technologies are also investments in achieving the ambitious goals of the European Green Deal, such as 
building a clean and circular economy, intelligent mobility, energy integration, precision agriculture and 
others. The pandemic has demonstrated the growing importance of digitalisation to all aspects of the 
economy, society, and government. It also reaffirmed the need to build high-speed digital connectivity and 
data potential utilization by removing barriers to data sharing. This complex environment has shown that 
artificial intelligence and robotics can provide many solutions to improve healthcare. Undoubtedly, the 
benefits of e-education and training and their social effect have been proven.  

In these changed realities, the public sector, and in particular public institutions, will play an increasingly 
important role in establishing the necessary legal and regulatory environment promoting the innovation by 
facilitating business access to finances and attracting investment, incl. through European Union funds. The 
private sector can benefit from the new conditions for creating efficient supply chains, opening up new 
markets and creating innovative business models that are also in line with the goals of the digital transition.  

Bulgaria needs an effective system for research and innovation, based on close cooperation between the 
academic organizations and business and being internationally connected, so that the economy and society 
can benefit from the generated knowledge and the innovative products and services based on it. The demand 
for highly qualified specialists in the field of information and communication technologies is growing 
strongly, both for the needs of the rapidly developing ICT sector and for the needs of the economy, social 
sectors and public administration is growing. To meet this challenge, a complete modernization of the 
education system at all levels is needed, and this is especially important for higher and secondary vocational 
education. It is necessary to timely update the training disciplines and add new courses, corresponding to the 
rapid development of ICT and the dynamic changes in the business organizations IT environment. 

The Strategy for digitalization of Bulgaria 2020 – 2030 identifies the following needs and determines the 
goals for:  

 Deployment of secure digital infrastructure with a very high capacity to guarantee full coverage of 
the country with adequate digital connectivity. This is a fundamental aspect that is also a prerequisite 
for the development of a dynamic and innovative economy and provides better access of the enterprises 
to diverse, high-quality and innovative digital services. Digital connectivity contributes to providing 
access to all major drivers of socio-economic development, such as schools, hospitals, transport centers, 
major public service providers, etc. The infrastructure that integrates physical and digital aspects is 
crucial to deliver the next wave of innovation and economic growth. The secure, high-speed 
connectivity will stimulate data centers building, as well as cloud computing, which will ensure data 
security and an advanced open approach to the technology and a high degree of scalability.  

 Providing access to adequate technological knowledge and digital skills. The lack of competences 
in the field of information and communication technologies (ICT) and the need to improve the 
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technological knowledge and digital skills of the workforce is one of the most important challenges 
facing education and training systems at all levels. Both are needed to deal with this transition - the 
change in the education system and adequate measures in the social sphere. First of all, everyone needs 
to develop basic digital skills, as well as skills that are complementary by nature and cannot be replaced 
by any machine - such as critical thinking, creativity, management. Secondly, urgent measures and 
targeted efforts should be made to include technological disciplines and digital skills in curricula at all 
levels of education and vocational training and retraining systems. Thirdly, access to social protection 
should be guaranteed for people whose jobs are likely to undergo the strongest transformation or 
disappear as a result of the economic consequences of the pandemics, automation, robotics and artificial 
intelligence.  

 Strengthen the Research and innovation capacity. Digital technologies accelerate and support 
research and innovation and define the shape of the future digital economy. At the same time, 
technological progress would not be possible without research and development. Providing support for 
research organizations focused on fundamental and applied research, start-ups and small and medium-
sized enterprises (SMEs) involved in the creation and implementation of innovative solutions and 
technologies, as well as supporting and promoting the use of existing technologies and innovation by 
these organizations is one of the main goals of the digital transformation policy. Improving the 
coordination and institutional framework in the field of science, research and development, innovation 
and stimulating the cooperation with business and industry, as well as the international cooperation.  

 Unlocking data potential - Further actions are needed to stimulate the collection, storage and highly 
efficient processing of data and their efficient use and re-use. The main emphasis is put on expanding 
the volume of open data generated and processed by state institutions and businesses and facilitating 
the sharing of data between private entities. This is essential for the increasing knowledge accumulation 
policy and strengthening the sustainability policy, as well as promoting the economic competition.  

 Digitalisation in favor of a circular and low-carbon economy - The industry is the innovation's 
engine. It undergoes a profound transformation, driven by digital technologies and new business 
models. Therefore, modernization efforts are needed to ensure that our industry is competitive. For this 
purpose, new technological changes should be accepted, and new products and services should be 
integrated. It is necessary also to develop and implement technologies that use less energy reduce waste 
and avoid pollution, and to invest in a workforce with adequate skills. Particular attention needs to be 
paid to the support for start-ups and small and medium-sized enterprises (SMEs), which comprise a 
significant share of the Bulgarian economy. The implementation of products, technologies, business 
models and processes from Industry 4.0 in order to achieve modernization, automation and competitive 
positioning of the Bulgarian economy in medium to long term can turn Bulgaria into a regional center 
of the digital economy.  

 Improvement of the public administration efficiency and the quality of public services - The digital 
transformation in terms of public administration will be focused mainly on the transformation of 
processed and stored data into society's fundamental capital. By developing and implementing 
interoperable interfaces and models for processing, storing and providing access to data, opportunities 
for the transition from data to linked data will be created. The same will play a key role for the purposes 
of public administration, including in the preparation of analyzes, forecasts and informed management 
decisions. Linked data and their competent use will be the main tool through which the public 
administration will be able to regulate the public relations in accordance with the rapidly changing 
requirements dictated by their development in the digital environment. These relations concern each of 
the public life sectors and are of a key importance to its development. By providing access to quality 
and up-to-date data, additional opportunities will be available to citizens and businesses.  
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The process of digital transformation, if the state manages it in a timely, adequate and competent manner 
will change the model of interaction with citizens and businesses regarding the provision of public services 
and will increase the public administration efficiency. Efforts will be focused on reducing the number of 
administrative services and transforming them into internal administrative ones, making the electronic 
interaction between citizens and business with the state the main and preferred way, eliminating the use of 
paper documents at the expense of electronic documents and increasing the maturity and trust of society in 
electronic interactions. 7 

 

4.9.3 Motivations 

One of the six priority areas covered by draft National Strategy for Small and Medium Enterprises (SMEs) 
in Bulgaria for the period 2021 - 2027, is "Digitalisation and skills". The envisaged measures are focused on 
supporting the digitalisation of enterprises, including advanced digital technologies and related technologies. 
SMEs should also be motivated to digitalize their products and services, to develop new ones, to train the 
entrepreneurs and employees to develop digital skills.  

The indirect measures for digitalisation of enterprises are the support for building and developing the 
necessary infrastructure for SMEs, such as incubators, accelerators, hubs and clusters. The main directions 
for reaching the average European level for the penetration of digital technologies in Bulgarian economy 
and society, set in the draft Strategy for Digital Transformation of the Economy are:  

 Improving the cooperation between businesses in the field of ICT, industry, science and government, 
by orienting research to the Industry 4.0 technological trends and fostering opportunities for 
participation in various international initiatives in the field of digitalisation; 

 Technological renewal of the Bulgarian industry, by establishing models for exchange of experience, 
good practices and implementation of new business models; 

 Building human, scientific, organizational and institutional capacity for the development of Industry 
4.0 in Bulgaria, by increasing the digital skills and adapting the qualification systems to the new 
technological challenges;  

 Fostering the use of artificial intelligence technologies in the Bulgarian industry. 

 

4.9.4 Risks 

In the process of digital transformation companies and organizations are facing different risks and treats. 
Depending on their nature and aspects the risks can be grouped in the following types: 

 Technology risk – the potential failures of the applied technologies and the losses related can impact 
the entire operation, production process and system. Ensuring the reliability of the applied technologies 
in order to guarantee scalability, compatibility and functional accuracy is an important question in the 
digitalization process; 

 Cyber security risk – Protecting the digital environment from unauthorized access and ensuring 
confidentiality of industrial and intellectual property, including personal data and GDPR are defined as 
basic requirement. It also involves additional investment in safety and security monitoring. This risk is 
linked to the potential fraud, data leakage and loss/disclosure of information. 

 
7 
https://www.mtitc.government.bg/sites/default/files/digital_transformation_of_bulgaria_for_the_period_20
20-2030_f.pdf 



 

86 
 

 

This project has received funding from the European Union's Horizon 2020 research and innovation programme – 
Innosup under grant agreement No 101005711 
 

 

 Operational risk – implementation of digital technologies depends on the skill level of the workers and 
companies’ management. Additional training and qualification may be needed in order to continue the 
normal operation processes and achieve business objective.8 

 

4.9.5 Summary and conclusions 

The Bulgarian industry's future is in the digital transformation, which is the essence of the current industrial 
revolution. The digital technologies enter in an intensive manner in all sectors of the world economy and 
society, and traditional relationships in the physical world are largely characterized by a digital dimension. 
The rapid development and innovation in the digital field create economic opportunities for innovation, 
growth and employment and make people's lives easier. Industry and its interaction with the services sector 
occupies a large share and plays an important role in the development of Bulgaria's economy. This synergy 
should be supported by facilitating investment in new technologies and accepting the changes that have taken 
place as a result of the increased digitalisation and the transition to a low-carbon and circular economy. The 
concept for digital transformation of the Bulgarian industry (Industry 4.0), as well as other documents under 
development such as the National Strategy for Small and Medium Enterprises (SMEs) in Bulgaria for the 
period 2021 - 2027, provide goals and measures to support industry and small and medium enterprises for 
implementation of products, technologies, business models and processes from Industry 4.0. 9 
 

4.10 FI1B HELSINKI-UUSIMAA [VTT] 

4.10.1 Regional research description 

The majority of the value added in Finnish industries is produced by SMEs. According to OECD (2017), in 
2013 SMEs share of value added was 59.3%. The large firms have higher share in heavy industries like 
manufacturing and mining and quarrying (about 75%), while in services the distribution of value added 
between SMEs and large companies is nearly even. Considering the employment perspective, SMEs provide 
the clear majority of jobs (ca. 65%), which is in line with the EU average. Wholesale, retail trade, 
manufacturing and construction are the most important sectors for SME’s. Together these sectors account 
for more than half of total SME value added and employment. 
 
According to OECD (2017) there is a significant difference between Finland and other OECD countries 
regarding job creation by young SMEs: “While small SMEs account for around 40% of gross job creation 
in most countries, the figure is 27% in Finland.” OECD (2017) report even makes a notion that “In terms of 
net job creation, young Finnish SMEs make one of the smallest contributions among all countries for which 
data are available.” Though start-up companies have gained quite a lot of attention lately (e.g., gaming sector 
software companies), the Finnish SMEs are older than in many comparison countries (OECD, 2017). 

 
The Helsinki-Uusimaa Region is one of the most affluent and fastest growing metropolitan areas in Northern 
Europe. This region includes the Helsinki capital and its surrounding metropolitan area of the 2nd and 3rd 

 
8 
https://www.mtitc.government.bg/sites/default/files/digital_transformation_of_bulgaria_for_the_period_20
20-2030_f.pdf 
9 
https://www.mtitc.government.bg/sites/default/files/digital_transformation_of_bulgaria_for_the_period_20
20-2030_f.pdf 
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largest cities of Espoo and Vantaa. About 20% of Finnish population is concentrated in the metropolitan 
area. Due to its capital status, this area has the majority of Finnish government offices, universities and large 
company headquarters. Helsinki-Uusimaa Regional Council (2015) has defined spearhead industries that 
have strong presence and importance in the region. The region being the largest in population and business 
activities, these spearhead industries are relatively broad covering the following sectors: 
 Digital technology (e.g., ICT, mobile technologies, game industry) 
 Well-being and health (e.g, healthcare solutions & technologies, nutrition, recreation) 
 Energy and resource efficiency (e.g., cleantech, renewable energy, recycling, waste management) 
 The bioeconomy (e.g., primary production, biomass, industrial processes) 
 Education, teaching and related technologies 
 City/community planning, mobility and functional everyday life 
 Machinery and equipment technologies 

Figure. The description and actors of Smart Specialisation in the (Helsinki-Uusimaa Region Helsinki-
Uusimaa Regional Council, 2015) 
 
The MIND4MACHINES literature review and desk work were carried out searching the recent studies on 
digitalization in Finland. Studies found covered the SME field in whole Finland area, i.e. specific studies 
focused on Uusimaa region were not available. This is quite natural, as the regions in Finland are generally 
too small to focus on. Also, the studies cover the wide scope of SMEs, e.g. not focusing on particular 
industries. The following chapters report the main findings on the needs, motivations, and risks of ICT 
implementation in SMEs in Finland. The literature findings are supplemented with the finding from the few 
manufacturer interviews made as part of the project. 
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4.10.2 Needs 

According to the recent study (Kivikoski & Kauppinen, 2021) initiated by the Federation of Finnish 
Enterprises, well over half of Finnish SMEs have digitized their processes and taken advantage of digital 
collaboration tools such as video meetings. Digitalization has focused on the following processes and 
functions of the companies: 
 

 
Figure. Use of digitalisation in different functions and processes in Finnish SMEs (modified from Kivikoski 
& Kauppinen, 2021) 
 
One interesting finding in the survey was the rapid deployment of ICT technologies that support remote 
work within the organization and video meetings with the customers. This suggests that if really needed, the 
SMEs have ability as well as capability to adopt new technologies. It has to be noted that COVID-19 has 
been a forcing driver for this. 
 
According to the same study the digitalization has provided improvements in the following areas/operations 
in companies (figure below). It’s interesting to note that the companies report improving processes in many 
ways, but not so much reducing costs. 
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Success of use of digitalisation in different functions and processes in the Finnish SMEs (modified from 
Kivikoski & Kauppinen, 2021). 
 
In the survey on digital transformation in Finnish SMEs conducted by Kääriäinen & al (2019), the respondent 
SME companies identified the following technologies they are likely to invest in in the future: 

 AI 
 Mobile solutions 
 Data analytics in business 
 CRM 
 IoT 
 Big Data 

 

4.10.3 Motivations 

The generic benefit that the SMEs are looking for with digitalization is agility. Especially growth companies 
see digitalization enabling more flexible operation and providing ability to quickly react to rapid changes in 
the business environment. (Kivikoski & Kauppinen, 2021).The manufacturer interviews carried out as part 
of the Mind4Machines project pointed out process and product optimization as main reasons for ICT 
implementation. 
 

4.10.4 Risks 

According to Telia’s (Nordic telecom operator) study on the role of ICT in the Finnish enterprise sector, over 
60% of the Finnish medium and large size companies have ICT strategy. It implies that ICT has significant 
role in the management’s agenda. Though majority of the companies that participated in the study were 
actively following the development of ICT, only 15% expressed that they strive to be in the forefront of 
adopting new technologies. This reveals companies’ tendency to take cautious approach and moderate risks 
when making ICT investment decisions. The most eager to invest in ICT are the large companies. 
 
The interviews of manufacturing SMEs conducted as part of the Mind4Machines project provided the 
following insights about what risks SMEs consider when making decision on ICT purchases. The risks were 
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considered from three perspectives: Technical, economical, and organizational. The respondents’ answers 
are combined in the following table. 
 

Technology risks Economical risks Organizational risks 
 Data handling 
 Technical integration 
 Data security 
 Cyber attacks 

 Changing business 
models 

 Dependencies 
 Time and manner of 

investments 

 Lack of qualified 
personnel 

 Internal resistance and 
corporate culture 

 

4.10.5 Summary and conclusions 

Overall, the Finnish SMEs have mostly adopted digital solutions that support their internal processes. Less 
digitalization has been adopted relating to customers and partners, though there has been rapid advancement 
in these areas during the COVID-19. Generally, it seems that the Finnish SMEs are looking for streamlining 
their processes with digital solutions. Another general motivation for digitalization is improving agility. Cost 
reductions have been achieved less, perhaps that also indicates that it’s considered less important driver for 
digitalization. 
 
Regarding risks in investing in new ICT the Finnish SMEs take the cautious approach. From technology 
perspective the main risk considerations are the handling and securing of data and challenges of technical 
integration. From economical perspective dependencies from solution providers as well as changing business 
models together with new kind of investment requirements raises questions. From organizational perspective 
the key risks relate to the skills and competences of personnel and their willingness to adopt new 
technologies. 
 
The perceived risks also reflect the companies training needs reported in D4.1 to some extent. The SMEs 
require support to improve awareness of ICT solutions, support to improve personnel ICT skills and support 
to implement the change in organization and business processes. 
 

4.10.6 Sources 

Heilala, J., Helaakoski, H., Kuivanen, R., Kääriäinen, J., & Saari, L. (2020). A review of digitalisation in the 
Finnish manufacturing SME companies. VTT Technical Research Centre of Finland. 
Helsinki-Uusimaa Regional Council (2015), Smart specialisation in the Helsinki-Uusimaa 
Region – Research and Innovation Strategy for Regional Development 2014-2020. 
Kivikoski, J., Kauppinen, T., 2021 Pk-yritysten opit digitalisaatiosta 2020 Miten digitalisointi on auttanut 
pk-yrityksiä menestymään? (In FInnish) 
Kääriäinen, J., Saari, L., Juntunen, M., Koivumäki, T., Perätalo, S., Tihinen, M., Lapinlampi, S., Silfverhuth, 
T., Pesämaa, R., Heikkinen, M., Törmänen, V., Granholm, M., Ikonen, H., & Tissari, S. (2019). ApuaDigiin 
– digimuutos suomalaisissa pk-yrityksissä. VTT Technical Research Centre of Finland. VTT Technology 
No. 358 https://doi.org/10.32040/2242-122X.2019.T358 
OECD (2017), OECD Reviews of Innovation Policy: Finland 2017, OECD Publishing, Paris. 
Telia ICT-tutkimus 2019. Telia’s study on ICT role in the Finnish enterprise sector (In Finnish).  
https://www.telia.fi/dam/jcr:f80c870f-ce4b-4ad0-8c43-4701781c1b38/ICT-
tutkimus_Telia_ONE.pdf?intcmp=b2b-onehub-oppaat-tutkimukset-ict 
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4.11 PT1 PORTUGAL [F6S] 

4.11.1 Regional research description 

Portugal includes seven NUTS2 regions, divided between the Continent (5) and two outermost regions. The 
area surrounding the capital Lisbon, PT17 Área Metropolitana de Lisboa, clearly has the highest density of 
companies per square kilometre, registering and average of 126.9 enterprises per km2 (source PORDATA10). 
All other regions register densities below 36. However, with the exception of the outermost regions, which 
have autonomous governments, the continental regions are all ruled by the central government. The 
information presented in this section is based on a desk analysis of relevant sources, covering the national 
perspective of Continental Portugal. There is some complementary information particularly regarding needs 
and risks collected from specific contacts made with companies, mostly located in the region PT17 Área 
Metropolitana de Lisboa.  
 
SMEs play an important role in Portugal’s ‘non-financial business economy’, accounting for 68.3% of value 
added and 77.4% of employment11. The two most important SME sectors, manufacturing and wholesale and 
retail trade, together with generate nearly half of all SME employment and value added. 
 
Portuguese SMEs in the manufacturing sector have generated high growth in recent years. In 2014-2018, 
SME employment increased by 9.5% and SME value added rose by 18.3%. This has been largely driven by 
improved market conditions and the overall economic recovery and expansion since 2014.  
 
Within manufacturing, the sectors of automotive industry and metal products standout as particularly 
relevant for the country. Portugal has a relevant representation of SMEs involved in the supply chain of 
strategic multinational firms in the automotive industry, which are present in the country. The sector of 
fabricated metal products is also strategic as it provides inputs for a wide range of other sub-sectors.  
 
Portugal ranks 16th of the 27 EU Member States in the 2021 edition of the Digital Economy and Society 
Index (DESI)12. Portugal performs below the EU average on basic digital skills but has a higher share of 
individuals with above basic digital skills.  
 
The most common innovation activities in Portugal are the acquisition of machinery, equipment and 
software; training for activities related to innovation; and the execution of in-house R&D activities. It is also 
notable that a relatively low percentage of enterprises externally source either their R&D or other knowledge, 
be it in Portugal or the European Union. 
 
Manufacturing industry has benefitted from a high degree of national scientific specialisation in various 
areas, such as Materials Science - Composites; Materials Science - Biomaterials; Chemical Engineering; 
Manufacturing Engineering; Industrial Engineering; Operations Research and Management Science, among 
others. 

4.11.2 Needs 

Portugal still has a very large group of micro companies in traditional, low productivity (or highly manual) 
sectors, with difficulties updating their business models, processes and qualifications, and with limited 
digital assets and scale. These companies are quite often led by people with less digital skills themselves, 
and therefore not investing in digital transformation. Companies lack investment to introduce adequate IT 
infrastructure and upskill their workforce.  

 
10 https://www.pordata.pt/en/DB/Municipalities/Search+Environment/Map 
11 European Commission, 2019 SBA Fact Sheet 
12 Digital Economy and Society Index (DESI) 2021 Portugal, European Commission 
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Demand for digital solutions from traditional SMEs seems more focused on digital technologies which 
improve sales channels (e-commerce being a growing area in the country) and efficiency gains (in production 
and administrative processes)13. 

 

Figure 1: Digital technologies used by companies in Portugal. 

Portugal ranks 17th among EU countries in the integration of digital technology in businesses where 51% of 
enterprises manifest at least basic digital intensity versus the EU average of 60%. Portuguese enterprises 
stand out from the EU average on ICT for environmental sustainability (with 86% of them using this, 20% 
higher than average) and AI (being used by 31% of the companies, 6% higher than EU average). Portuguese 
enterprises are also above the EU average in online commerce, use of cloud services, and access to big data 
services. On the other hand, the country is considerably behind on e-invoicing at 17%, 10% below the EU’s 
average. 
 
One of the main needs associated with dgitalisation of industry is related to basic digital skills. The 
Portuguese economy is dominated by micro enterprises in traditional sectors with low digital literacy 12. 
Improving skills of the human capital is a key area, being already addressed by the 10-year National Industry 
4.0 Programme, aiming to upskill 200000 workers. The Government has also included some programmes 
and initiatives to promote digitalisation of companies, but these seem to be more focused on entrepreneurship 
and startups. It would be helpful to have specific initiatives to reach out to traditional SMEs, allowing them 
to evolve and be relevant stakeholders in modern value chains.  

 
13 European Commission and European Investment Bank, The digitalisation of small and medium-sized enterprises in 
Portugal, 2019. 
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One very basic need identified starts with the lack of awareness of some of these traditional companies of 
what digitalisation is and it can bring to their companies. The European Investment Bank has identified that 
owners and managers often do not know how and where to apply digital solutions to business 
processes/channels14. 
 
These two needs (skills and awareness) raise a third need of access to funding to directly support 
digitalisation, particularly of these traditional micro and small companies. SMEs need access to funding 
instruments; with easy and simple applications they can understand and follow. Most of existing funding 
opportuntities have long lists of criteria difficult to be met by traditional SMEs. 
 

4.11.3 Motivations 

As stated, enterprises are using digitalisation mainly to improve their processes, with a strong focus on 
resource efficiency and cost reduction. SMEs are still not investing in product innovation and development. 
A significant number of SMEs adopting digital technologies were encouraged, or even pressed by their 
supply chain partners. In Portugal the main motivation for digitalisation in manufacturing industries is 
reduction of costs. However, some companies are starting to see past that and into the potential of additional 
revenue. Currently, manufacturing SMEs are using digital technologies mainly for (insights obtained from 
local surveys conducted and from 15: 

 Visibility of processes in real time (diagnosis, fail detection and prevention); 
 Automatization of processes, by integration of sensors and predictive maintenance; 
 Order processing (particularly integrated into a value chain);  
 Traceability of products, internally to reduce inventory and externally to respond to partners and 

customers requirements. 

4.11.4 Risks 

The main risks associated to digitalisation of manufacturing SMEs can be grouped in three areas: skills, 
technology access and funding. 
 
On digitalisation skills, a number of other sources point to weaknesses that hamper the potential for 
innovation and further productivity gains. Portugal ranks 24th in the EU on internet user skills and advanced 
digital skills. The share of businesses that provide ICT skills training to their employees has been falling 
since 2014 and remains well below the EU average. Portugal also ranks well below average (26th in the EU 
in 2018) on the percentage of employees in SMEs that use computers with internet access. Portuguese SMEs 
(particularly micro-businesses) also perform weakly on life-long learning. There is a low level of 
employment in technology-intensive manufacturing industries. 
 
Providers of digital solutions are fragmented across (digital/start-up) SMEs, competence/R&D centres 
associated with clusters, and larger enterprises. It is difficult for manufacturing SMEs looking for 
digitalisation to be aware of the providers’ landscape. In addition, it is also challenging for solution providers 
to focus on specific needs and targeted solutions. This fragmentation is due to recent funding constraints 
from the economic crisis, but also gaps in awareness and knowledge of SMEs’ specific needs. In addition, 
while the number of “digital age” start-ups has increased, these firms seem not fully aware/interested in 
supplying digital solutions to domestic SMEs in traditional sectors. 
 

 
14 Innovation Finance Advisory within EIB Advisory Services, The digitalisation of small and medium-
sized enterprises in Portugal, September 2019. 
15 pwc, Indústria 4.0 - Construir a empresa digital. 
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Finally, barriers to innovation identified by companies: costs, funding, financing and access to markets16. 
Although there has been some investment and specific support, the country is still missing a strategy to 
overcome this gap between the two communities of digitalisation providers and adopters. 
 

4.11.5 Summary and conclusions 

On integration of digital technology in businesses, Portugal promotes the development of digital innovation 
hubs and the reskilling of workers in ICT professions in the countryside. Its substantial RRP investments for 
European digital innovation hubs will boost SMEs’ capacity to digitalise their business processes.  
 
Indústria 4.0 was the main programme for the digital transformation of businesses. The measures that support 
the digitalisation of business amount to EUR 592 million. Component 16 Empresas 4.0 of Portugal’s RRP 
supports the digitalisation of businesses with measures amounting to in six groups of actions: 1) ‘Test Beds 
network’ aimed to create the conditions for businesses to develop and test new products and services and 
accelerating the digital transformation process; 2) ‘Digital Commerce’ a programme for the digitalisation of 
SMEs, with a focus on micro-enterprises in the commercial sector, to activate their digital trading channels, 
to incorporate technology into business models and to dematerialise processes with customers and suppliers 
using information and communication technologies; 3) ‘Coaching 4.0’ a programme to support businesses 
in the adoption of advanced digital technologies; 4) ‘Entrepreneurship’ that aims to support start-ups in their 
development and in the adoption of new digital technology; 5) Digital innovation hubs; 6) platforms and 
actions for dematerialisation of invoices and cybersecurity. Still within the scope of Industry 4.0 initiative, 
over 50 000 companies are training 200 000 workers on digital competences. 
 
Portugal is committed to developing advanced technologies with several strategies under the national 
initiative on digital competencies INCoDe.203012 such as the 2030 Artificial Intelligence Portugal strategy 
and the 2030 Advanced Computing Portugal strategy. 
 
Other measures under Component 5 Investment and Innovation, will strengthen and empower the national 
scientific and technological system and improve business academia linkages to ensure an efficient 
technology transfer and the translation of research results into innovation. 
 
All these activities are aligned with the needs identified, overall represented by the gap between 
manufacturing SMEs as adopters of digital solutions developed by other technology SME providers. 
MIND4MACHINES is also focusing on this strategy, providing support to bridge these two communities 
with financial support, matchmaking and an accelerator programme. 

  

 
16 FCT, An Analysis of the Portuguese Research and Innovation System 
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5 SUMMARY AND CONCLUSIONS [VTT] 

The summary of the regional analyses and the occurrence of different needs and motivations factors across 
regions is presented in the table below. The occurrences were categorized in three levels according to how 
many regions the factor occurs in: 1) majority of regions (8-11), 2) many regions (4-7), and 3) few regions 
(1-3) 
 

Table. Summary of needs and motivations according to their occurrence in regional analyses (number of 
regions in parentheses). 
 

Occurrence 
levels 

Needs Motivations 

Majority of 
regions (8-11) 

 Development of ICT enabled processes 
(8) 

 Process optimization (9) 
 Productivity (8) 
 

Many regions 
(4-7) 

 Skills & competences (e.g. available 
professionals with the digital skills, 
personnel competences) and training (7) 

 Advanced (smart) technologies (e.g. AI, 
Data analytics, AM) (6) 

 Awareness for digitalization (5) 
 Solution and support providers (e.g. 

ICT service providers) (4) 

 Cost saving (7) 
 Transparency (internal and external)(5) 
 Product or service improvement or 

enhancement (5) 
 Improved quality (5) 
 Process agility, flexibility (4) 

 

Few regions 
(1-3) 

 Enabling technologies, e.g., adequate 
digital connectivity (3) 

 Digitalization strategy (3) 
 Funding support (2) 

 Improved decision making (1) 

 
The focus group being manufacturing companies it is perhaps not surprising that the most prevalent needs 
and motivations in majority of the regions are related to improving and developing the manufacturing 
processes. This is also in line with the findings from the Pan-European survey.  
 
The category “Many regions” includes factors that are somewhat more detailed, thus causing some variation 
between regions. However, clear difference in regions profiles regarding them cannot be found. Awareness, 
skills and competences of personnel concerning the ICT solutions and the opportunities they provide are 
very common needs. Cost saving is the most common motivation factor, ahead of improved transparency of 
operations, better products and services, and their improved quality. 
 
The “Few regions” category includes fewer common factors, but provides some interesting findings 
nonetheless. While the aim of the Mind4Machines is to promote the use of smart ICT technologies, it has to 
be acknowledged that it is essential to have the foundation in place that is from our findings the basic enabling 
digital connectivity. Another interesting finding is that the need for funding support came up very seldom. 
This may be due to the research material often focusing on the subject matter of ICT needs rather than overall 
business needs, where typically SMEs lack funding resources. 
 
Regarding risks, all three different risk categories (Technology, Economical, Organizational) were identified 
in all 11 regions, except economical risks, which were mentioned in 8 regions. This differs from the Pan-
European survey where all risk categories were well identified. It can be assumed that the reason may be the 
same as for the funding need; the desk research material may lack the economical perspective and focus 
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more on technical and organizational perspectives. Nonetheless, it can be concluded that there are no major 
differences in risk considerations between the regions. 
 


